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Abstract 

 

In the ever-changing world of digital entrepreneurship, digital skills are essential to young entrepreneurs' 

economic growth, especially in developing nations such as Malaysia. This study examines the digital 

literacy barriers faced by early-stage young entrepreneurs in Malaysia. Using data from the Ministry of 

Entrepreneur and Co-operatives Development, the researchers interviewed 30 randomly selected young 

entrepreneurs with limited digital-literacy experience, drawn from digital start-ups spanning sectors such 

as financial technology, agriculture, artificial intelligence and data analytics, cybersecurity, and digital 

media. Thematic analysis using NVivo 20 identified nine barriers to early-stage digital literacy in Malaysia: 

limited access to technology, digital infrastructure gaps, a lack of digital skills, cybersecurity concerns, 

limited digital marketing knowledge, economic barriers, regulatory challenges, resistance to change, and 

language barriers. The study also examines how these barriers surface in young entrepreneurs' efforts to 

reach and engage digitally driven consumers, and proposes ways to strengthen early-stage digital literacy 

support. Beyond digital literacy development, the findings have practical implications for the institutions, 

technologies, and communities that support young entrepreneurs, including the need for sustainable funding 

mechanisms, improved guidance and advisory services, resilience against unexpected risks, and strategies 

to overcome economic obstacles. This study contributes to a clearer understanding of early-stage digital 

literacy in Malaysia and offers policymakers and stakeholders a basis for developing effective digital 

literacy policies. 
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1. Introduction 

Young entrepreneurs, especially in emerging nations like Malaysia, must improve their digital 

literacy in this rapidly changing field (Rogers, 2016). Unlike previous studies on entrepreneurship, this 

study examines early-stage digital literacy challenges in Malaysia, drawing on Ministry of Entrepreneur 

and Co-operatives Development data and interviews with a representative sample of early-stage digital 

entrepreneurs. This research adds to the current discussion and offers practical advice for promoting early-

stage digital literacy in Malaysia (Arias-Pérez et al., 2021). 

Technology and an enabling environment have driven digital literacy in Malaysia to rise rapidly. 

Malaysia has made significant progress in the digital economy by promoting digital literacy to boost 

economic growth and employment (Yang, 2022). The Ministry of Entrepreneur and Co-operative 

Development was created to encourage digital literacy. Malaysia wants to use digital literacy to boost 

innovation and global competitiveness in E-Commerce, agricultural technology, data and AI, and 

entertainment (Ganeshkumar et al., 2023). 

Digital skills are crucial for young entrepreneurs in today's fast-paced business environment. In the 

ever-changing world of technology, digital tools and platform proficiency are essential for success in many 

sectors (Wanof, 2023). Young entrepreneurs can gain a competitive edge by learning digital literacy, which 

opens up new markets and audiences. Digital skills also help entrepreneurs adapt to market changes, 

optimize operations, and reinvent business models. Thus, young entrepreneurs must learn digital skills to 

thrive in the digital age (Mallisetty, 2023). 

1.1. Purpose of the Study 

This study examines the digital literacy challenges facing Malaysian start-ups (Salkowitz, 2010). It 

draws on Ministry of Entrepreneur and Co-operatives Development data and interviews with a subset of 

early-stage digital entrepreneurs to examine these challenges. Identifying and analysing the main barriers 

to digital literacy for young entrepreneurs will inform the current debate (Tunio et al., 2023), and the study 

also proposes strategic solutions to these barriers. 

2. Literature Review 

2.1. Challenges Faced by Early-Stage Digital Entrepreneurs in Malaysia 

The research identifies and examines nine primary obstacles encountered by early-stage digital 

entrepreneurs in Malaysia. These challenges encompass (1) limited access to technology, (2) digital 

infrastructure gaps, (3) the digital skills gap, (4) cybersecurity concerns, (5) limited digital marketing 

knowledge, (6) economic barriers, (7) regulatory challenges, (8) resistance to change, and (9) language 

barriers. The research concludes by providing strategic suggestions to strengthen support for early-stage 

digital literacy. 

 

 

http://dx.doi.org/


https://doi.org/10.15405/epsbs.2026.09.45 
Corresponding Author: Muhamad Fazil Ahmad 

Selection and peer-review under responsibility of the Organizing Committee of the conference  

eISSN: 2357-1330 

 

 648 

2.1.1. Limited Access to Technology 

Malaysia in the early stages faced obstacles due to technological constraints, which limited its reach 

(Othman et al., 2022). Most Malaysians at that time did not have laptops, telephones, or high-speed internet, 

especially in low-income families or remote areas. They cannot learn and use digital skills because they do 

not have direct access to these facilities, thereby preventing them from enjoying the bounty of the digital 

world. When they do not have access to technology, they cannot participate in internet-based education or 

gain direct access to digital resources and information. This creates more of a digital divide in society. If 

more people do not have enough access to technology, they cannot master digital literacy skills well, which 

we know is important for success in the economic and educational fields in the era of modern technology 

(Chetty et al., 2018). 

2.1.2. Digital Infrastructure Gaps 

A small portion of Malaysia's digital infrastructure, particularly in certain areas and rural 

communities, has limited access to the Internet. Big cities usually have high-speed internet and advanced 

technology, but rural and remote areas sometimes lack this access (Lakshminarayanan et al., 2023). One of 

the factors preventing the spread of digital literacy in these areas is the imbalance in digital tools and 

resources. Poor and unreachable Internet broadband connections in these places make it difficult for people 

to use online learning platforms and resources. The digital divide between urban and rural Malaysia may 

worsen due to the lack of infrastructure for digital literacy programs. 

2.1.3. The Digital Skills Gap 

If you look at the digital skills gap in Malaysia, it prevents digital literacy at the initial stage. Many 

people lack the skills to use and understand modern technology. This gap prevents them from fully 

participating in the digital economy movement and reaping the benefits. Insufficient training and education 

programs, as well as a failure to prioritize digital literacy at the national school level, primarily contribute 

to the youth's lack of digital skills. Therefore, the government must appoint skilled educators and mentors 

who can assist students in developing their digital skills. From the government's perspective, educational 

institutions and industry partners must collaborate to offer comprehensive digital skills training accessible 

to all segments of society (Karaboga et al., 2020). 

2.1.4. Cybersecurity Concerns 

Cyber security can actually prevent early digital literacy in Malaysia. With increased connectivity 

and the use of digital technology, cyber threats and attacks are increasing and becoming more aggressive 

as connectivity and digital technology increase. Most people, especially those new to this digitization 

process, are unaware of the risks they face and lack the skills to protect themselves online (Beaunoyer et 

al., 2020). Lack of cybersecurity knowledge and information can lead to phishing scams, identity theft, and 

malware infections. The lack of strong cyber security protocols can also hinder Malaysia's digital culture 

by making individuals and businesses wary of using digital technology in their businesses. To address this 

issue, the Malaysian government and other stakeholders must prioritize cyber security education and 
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awareness programs. They should also invest in developing more secure cyber security infrastructure and 

laws (Singh et al., 2021). 

2.1.5. Limited Digital Marketing Knowledge 

In Malaysia, individuals with early-stage digital literacy frequently struggle with their understanding 

of digital marketing. Due to the rapid advancement of technology and the growing importance of digital 

platforms, people and businesses must understand these digital marketing techniques and tools. However, 

a small portion of Malaysians, particularly those who are just entering the digital literacy phase, lack the 

skills and knowledge necessary to effectively use digital marketing in its early stages (Khan et al., 2020). 

Due to their current lack of understanding, they struggle with using virtual marketing techniques to market 

their products online and reach a wider audience. If Malaysians and businesses may miss this opportunity 

for growth and success if they do not understand what digital marketing is and best practices. 

2.1.6. Economic Barriers 

Economic factors also impede the development of digital skills in Malaysia. Cell phones and 

computers are too expensive for low-income families. Most people find online businesses difficult to use 

due to the high cost of internet subscriptions and data plans. The high-income wealth gap in technology and 

internet access exacerbates existing inequalities and prevents equitable digital engagement. The cost of 

digital skills training and education may prevent people from learning the skills needed for future digital 

literacy. Unless the government addresses this economic issue, the digital divide will persist, preventing 

Malaysia from achieving full digital literacy (Aziz et al., 2021). 

2.1.7. Regulatory Challenges 

Early digital literacy development in Malaysia also faces regulatory barriers. People perceive the 

legal framework as complex and outdated, hindering the simultaneous movement of digital innovation and 

entrepreneurship (Pauzi et al., 2022). The lack of new norms and clear laws discourages people and 

organizations from starting digital literacy programs. Current regulations are believed to take into account 

developing technology's unique challenges and opportunities. Policymakers should foster innovation, 

consumer protection, and fair competition to promote digital literacy. We must thoroughly review and 

revise current laws to keep pace with the rapidly evolving digital world. Policymakers should also involve 

industry stakeholders and consult foreign best practices to promote digital literacy in Malaysia. By 

overcoming these legislative hurdles, the nation can foster digital literacy and become a digital economy 

leader (Chan, 2019). 

2.1.8. Resistance to Change 

Resistance to change hinders early digital literacy in Malaysia. Despite the widespread adoption of 

technology, many people still resist digital platforms and technologies. Some people prefer the old ways 

and are reluctant to learn new digital skills. Reluctance to change may hinder digital literacy because it 

prevents people from fully utilizing technology. Focused awareness campaigns, instructional initiatives, 
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and a supportive environment emphasizing the importance and benefits of digital literacy are necessary to 

overcome this reluctance (Touchaie & Hashim, 2018). 

2.1.9. Language Barriers 

Language barriers are a significant obstacle to digital literacy in Malaysia. Malay, English, 

Mandarin, and Tamil dominate Malaysia's language diversity (Ne'Matullah et al., 2021). However, many 

people lack English proficiency, making digital literacy difficult. English dominates the digital world 

because most online materials, courses, and tutorials are in English. The language barrier prevents non-

English speakers from learning digital literacy. The lack of multilingual digital information and tools makes 

navigating and using digital platforms harder for users. Linguistic barriers must be overcome to give all 

Malaysians equal access to digital literacy skills (Gill, 2005). 

3. Analysis of the Challenges  

The challenges facing early-stage digital literacy development in Malaysia reveal a complex 

environment. Entering and expanding is difficult due to technology shortages. The lack of digital 

infrastructure hinders entrepreneurs' growth. A lack of digital skills and cybersecurity concerns exacerbate 

the problem (Stoyanova et al., 2020). Limited digital marketing knowledge, economic constraints, and 

regulatory issues complicate the entrepreneurial path. Resistance to change and language barriers further 

hinder young Malaysian entrepreneurs. Policymakers and stakeholders must understand these issues to 

create comprehensive digital literacy policies (Nasidi et al., 2022). 

3.1. Data from the Ministry of Entrepreneur and Co-operatives Development 

We used data from the Ministry of Entrepreneurship and Co-operative Development to understand 

early-stage digital literacy challenges in Malaysia. This data provided valuable insights into the country's 

entrepreneurial scene, allowing for a deeper study of new entrepreneurs' challenges. Interviews with a 

representative sample of early-stage digital entrepreneurs provided a comprehensive and varied source of 

information for investigating these challenges. 

3.2. Interviews with a Sample of Early-Stage Digital Entrepreneurs 

This study interviewed a group of Malaysian entrepreneurs in the early stages of their digital literacy 

to understand the challenges they face. The interviews revealed the experiences of 30 randomly selected 

young entrepreneurs with less than one year of digital-literacy experience. Consistent with the thematic 

analysis reported in Table 2, the interviews pointed to nine key barriers: limited access to technology, digital 

infrastructure gaps, a lack of digital skills, cybersecurity concerns, limited digital marketing knowledge, 

economic barriers, regulatory challenges, resistance to change, and language barriers. Policymakers and 

stakeholders in Malaysia need this data to develop effective strategies to address these barriers and promote 

early-stage digital literacy. 
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3.3. Thematic Analysis Using NVivo 20 Software 

We used data from the Ministry of Entrepreneurship and Co-operative Development to identify and 

interview a randomly selected sample of 30 young entrepreneurs with early-stage digital-literacy 

experience. Thematic analysis using NVivo 20 software simplified data analysis and identified key industry 

themes (O'Kane et al., 2021), allowing for a thorough analysis of digital literacy development challenges 

in Malaysia. 

4. Findings 

This section presents the findings, organised around the themes that emerged from the thematic 

analysis. Although Gen Z consumers are highly engaged with digital purchasing platforms, the findings 

show that young entrepreneurs face several digital literacy barriers — particularly limited digital marketing 

knowledge and gaps in digital skills — when trying to use these platforms to connect and engage with these 

consumers effectively. Four themes were constructed to capture these barriers: (1) limited digital-

communication and consumer-education literacy; (2) gaps in digital marketing and social media literacy; 

(3) low digital literacy in building consumer trust in online environments; and (4) limited digital literacy in 

managing omnichannel consumer engagement. The findings supporting each theme are presented below. 

The researcher uses a pseudonym in place of each informant's name. 

First, based on the results of this study, the participants were asked about their understanding of 

digital behaviour. Only 10 participants know what digital behaviour is and they mostly refer to the terms 

as the way a person uses a digital platform. According to P1, it is about behaviour resulting from media 

use, where she stated that:  

"Digital behaviour...What do you mean...err from...behaviour from using err using social media? 

Maybe." (P1) 

Next, views on sustainable products, all informants’ responses were particularly varied on 

sustainability and their value on eco-friendly products. Specifically, a few informants responded positively, 

but their overall answers did not meet expectations. In sustainability terms, only 14 informants provided 

the right response.  

“My understanding is that sustainable is more about focusing on eco-friendly products, that is, 

products that do not harm the environment.” (P7) 

The researcher also investigates the perception and attitudes of sustainable products among 

consumers. Participants expressed that sustainable products are too expensive, especially for people who 

do not have fixed salaries yet. P12 confirmed the statement:  

"It's not, because most of the products that contribute to environmental preservation are 

expensive...” (P12) 

Nonetheless, this perspective is subsequently reinforced by the imperative to preserve the planet. As 

such, it explains that consumers have a poor understanding of both digital behaviour and sustainable 

products concepts. This creates difficulties for young entrepreneurs in order to explain complex 
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sustainability information through digital media. It has also proven challenging for businesses to educate 

customers using online platforms.  

To understand the challenges of social media and digital marketing strategy, the researcher asked 

the participants if a variety of digital marketing tactics had ever impacted their eco-friendly behaviour. 

First, focusing on the influencers, social media, and advertising, the participants expressed that digital 

marketing nowadays is extremely aggressive. For example, P13 said she encounters lots of advertising 

while logging on to online games or even trying to watch any dramas. In response, she said:  

“So many... sometimes I feel annoyed when I have to wait a long time to watch a story or play a 

game... or what do you mean add on Instagram? If like that, many but I'm okay.” (P13) 

P18 also stated that he had to face advertisements every time he logged on to Instagram: 

"There are so many, literally every time I open Instagram.” (P18) 

Although consumers show considerable awareness of advertising, young entrepreneurs are 

frequently less skilled in advanced digital marketing. This includes the capacity to use advertising tools, 

create content, and understand the algorithms that shape customer engagement. 

Next, when the question was asked about online shopping habits, all respondents stated differently 

about their preferences related to product reviews, convenience, pricing, and many other factors. For 

instance, P7 elaborated on her specific needs and desires:  

“How often? Well, it depends on my needs and wants at the time...” (P7)  

P1 also talked about quality concerns: 

"The main factor... um, I really care about quality. Apart from looking at the cheap price tag, I 

prefer to choose items that will last for a long time. Even though the price is expensive, those items 

are worth it more than low-quality items." (P1) 

Overall, it implies that building trust through digital platforms is a hurdle for young entrepreneurs. 

They also may find it challenging to address consumer concerns over product authenticity and quality if 

they lack proficiency in digital branding, clear and transparent product communication and online 

reputation management.  

Regarding challenges in managing omnichannel consumer engagement, consumer expects results 

from dedicating to sustainability concepts. Overall, all participants provided a few suggestions for sellers 

in a broad context. The participants also share their ideas and intentions to let the next generation have a 

better home in the future. For instance, P4 talked about consistency with product quality. Nowadays, sellers 

often prioritise profits over addressing product shortcomings and weaknesses. As such, this was said in the 

interview:  

"Consistent with the quality of the goods. For example, the FOS stockings I bought... the old ones 

lasted a long time, but the current ones are almost like feathers. The price is more expensive..." (P4) 

This statement can somehow be turned into a solid strategy for most sellers and startups out there. 

Then, according to the data presented, many consumers trust offers, vouchers, or coupons before 

purchasing products. The sector has gained a strong desire for the development of corporate digital 
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communication. In this context, P8 gave a critical insight into where customers should try the products 

offline and shop online for vouchers and discounts:  

"I'll give you an example (laughs)... I want to buy new shoes. First, I will search online, then look 

at the options, read reviews and compare prices. If there are shoes that I like, I will go to a shoe 

shop to try them on myself, make sure of the size and fit. If everything is okay, I might buy at the 

shop but sometimes I still like to buy online because the price is cheaper and there are discounts 

or promotions for free delivery. So, I use both channels, online to find information and compare 

prices and offline for feel and see the product directly." (P8) 

Unsurprisingly, P1 echoed a similar view: 

"Maybe. Or like online, he gives out coupons. Okay, you can claim this coupon. This coupon is 

only available for physical purchase. Then you go buy the item. But I claimed it live." (P1) 

 

Above all, the researcher found that consumer interests vary considerably from person to person. 

This also results in difficulties for young entrepreneurs managing omnichannel engagement strategies, 

pointing to a gap in digital literacy around digital business platform and strategy management skills. 

Taken together, these four themes illustrate how two of the nine digital literacy barriers identified in 

the literature review — limited digital marketing knowledge and the digital skills gap — surface in young 

entrepreneurs' day-to-day interactions with increasingly digital-savvy consumers. 

4.1. Strategic Recommendations for Improving Digital Literacy 

Maon et al. (2021) suggest several strategies for addressing early-stage digital literacy challenges in 

Malaysia and enhancing digital skills. Digital start-ups need sustainable financial channels, such as 

specialty funds or venture-capital financing, to ease economic barriers. Incubators and entrepreneurial 

centres should offer mentorship, networking, and structured training to help close the digital skills gap and 

build readiness for change. Anticipating and managing unexpected risks, including cybersecurity threats, 

helps digital start-ups build resilience. Streamlining company registration and compliance, and removing 

unnecessary legal hurdles, addresses regulatory challenges, while trade missions and collaborative digital-

marketing platforms can help digital start-ups extend their reach and address language and digital-

marketing-knowledge barriers when entering new markets (Maon et al., 2021). By following these 

guidelines, policymakers and stakeholders can foster early-stage digital literacy in Malaysia. 

 

Table 1.  The evidence of data collection 

The field of digital start-ups (No. of companies interviewed, no. of 

Entreprise /Sdn. Bhd.) 

Average interview time  

(in min.) 

The 3D Printing Process (3, 0) 51 

Technology in Agriculture (4, 1) 53 

Innovative Media, Design, 

& Art 

(5, 0) 63 

Online Safety / 

Cybersecurity 

(2, 0) 68 

Artificial Intelligence and 

Data 

(2, 1) 76 
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Financial Technology,  (6, 0) 63 

Food, and Health 

Technologies 

(4, 0) 42 

Social Networks (3, 0) 71 

Athletic Technology (1, 0) 66 

Logistics and Supply Chain (2, 1) 64 

Tourism and Travel (2, 0) 30 

The Content Creation (1, 0) 57 

Technology in Business (3, 0) 68 

Interactive Art Heritage (3, 1) 78 

Online Gamification (3, 0) 59 

Data Analytics (4, 0) 55 

Other Industries (1, 1) 56 

 

 

 Distribution of interviewed young entrepreneurs by age and gender 

 

 Digital start-ups interviewed by legal type and business registration status 

4.2. Sustainable Funding Mechanisms 

A lack of long-term funding hampers early-stage digital literacy in Malaysia. Start-ups often struggle 

to raise funds for growth. Because of their high risk, digital start-ups can struggle to get bank loans, and 
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venture capitalists and angel investors may also be wary of early-stage digital start-ups. Government grants, 

crowdfunding platforms, and venture capital funds dedicated to digital literacy must therefore be 

established. These sustainable finance strategies may help early-stage digital start-ups overcome financial 

challenges and grow their businesses. 

Digital start-ups face risks that vary by location and time. Nine barriers were identified in the 

interviews and are reported in Table 2, in descending order of frequency: limited access to technology, 

digital infrastructure gaps, a lack of digital skills, cybersecurity concerns, limited digital marketing 

knowledge, economic barriers, regulatory challenges, resistance to change, and language barriers. A 

comparison with Indonesia's digital start-ups shows a similar pattern: limited growth potential, difficulty 

attracting venture capital, restricted opportunities for international expansion, minimal contribution to 

digital infrastructure development, and limited disruption of traditional products and industries, echoing 

conditions in Malaysia's entrepreneurial culture. Like their Malaysian counterparts, Indonesian digital start-

ups must continually adapt their strategies and skills — reflecting the digital skills gap identified as one of 

the nine barriers in this study, which may affect start-ups in both countries. Changes in strategy and 

organisational structure, together with declining team motivation, were also noted as obstacles linked to 

resistance to change. The five most frequently cited barriers account for almost three times as many 

mentions as the remaining barriers combined, and are therefore examined in greater detail below. 

 

Table 1.  The percentage and frequency of major challenges facing digital start-ups in Malaysia 

Challenge Frequency* Percentage** 

Limited access to technology 30 73.33% 

Digital infrastructure gaps 25 55.56% 

The digital skills gap 22 48.89% 

Cybersecurity concerns 18 40.00% 

Limited digital marketing knowledge 16 35.55% 

Economic barriers 11 24.44% 

Regulatory challenges 9 20.00% 

Resistance to change 9 20.00% 

Language barriers 5 11.11% 

Note(s): * The frequency of each challenge is calculated for (n 5 30) 

** Percentage is calculated out (n 5 30) 

Source(s): Authors’ own creation 

  

4.3. Improved Guidance and Advisory Services 

Effective guidance and advice are needed to overcome Malaysia's early digital literacy challenges. 

Incubators and entrepreneurship centers help entrepreneurs, but a more comprehensive approach is needed. 

Mentors, industry experts, and specialists who can tailor advice to each digital entrepreneur are essential 

(Shneiderman & Plaisant, 2010). To equip entrepreneurs with the skills to navigate the digital world, these 

advisory services should focus on company growth, market analysis, marketing strategies, and financial 

administration. 
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4.4. Resilience Against Unexpected Failures/Risks 

The early stages of digital entrepreneurship in Malaysia require resilience in the face of unexpected 

failures and risks. The digital landscape is dynamic and unpredictable, so entrepreneurs must be prepared 

for setbacks and failures, and must remain resilient after financial, operational, or technical setbacks. 

Encouraging resilience and learning from failure will strengthen digital literacy in Malaysia, helping 

entrepreneurs overcome obstacles and grow their businesses in a competitive, ever-changing environment. 

4.5. Strategies to Overcome Economic Obstacles 

Early-stage digital literacy in Malaysia requires effective strategies to overcome economic barriers. 

These entrepreneurs face limited funds and a tough economy. Government and industry partners must work 

together to create long-term digital literacy financing mechanisms. Mentorship programs and incubators 

may also help entrepreneurs navigate the industry and improve their business skills (Nwosu et al., 2023). 

Additionally, programs facilitating cooperation and alliances between digital literacy efforts and existing 

enterprises may offer startups funding, resources, and valuable connections. This can help entrepreneurs 

overcome financial challenges and grow. 

4.6. Practical Implications for Aspiring Digital Literacy 

The practical implications of this study provide an important contribution to improving digital 

literacy among youth. The issues listed in this study highlight the potential obstacles that could be a stepping 

stone to their success. Understanding the existing challenges can help passionate entrepreneurs overcome 

and develop their business strategies. Policymakers and stakeholders can also use the findings of this study 

to develop digital literacy policies and efforts from the beginning. These include structuring sustainable 

finances, providing better counseling and consulting services, measures to increase resilience, and strategies 

to overcome economic constraints. These tips can help digitally literate individuals succeed in the 

competitive digital entrepreneurial landscape. 

4.7. Actionable Insights into Challenges That May Impede Success 

This study sheds light on Malaysia's early-stage digital literacy challenges. It addresses nine major 

barriers: limited access to technology, digital infrastructure gaps, a lack of digital skills, cybersecurity 

concerns, limited digital marketing knowledge, economic barriers, regulatory challenges, resistance to 

change, and language barriers. These findings may help policymakers and other stakeholders develop plans 

to address these barriers and promote early-stage digital literacy. This study contributes to the broader 

discussion on digital literacy and supports the growth of young Malaysian entrepreneurs. 

4.8. Institutional, Technological, And Local Dimensions of The Entrepreneurial Context 

Institutional, technical, and local entrepreneurial factors. Institutional factors include advice from 

incubators and entrepreneurship centers, as well as accessible financing options. Technological factors 

include the risks and uncertainties associated with advanced technologies like AI and data analytics. Local 
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factors include economic conditions, competition from existing entities, economic barriers, market entry 

restrictions, and reluctance to change. To promote digital literacy, policymakers and stakeholders must 

understand and address these issues (Dal Bello et al., 2022). 

5. Conclusion 

Finally, this study illuminates the complex challenges of early-stage digital literacy in Malaysia and 

suggests ways to overcome them. The research identifies nine key barriers: limited access to technology, 

digital infrastructure gaps, a lack of digital skills, cybersecurity concerns, limited digital marketing 

knowledge, economic barriers, regulatory challenges, resistance to change, and language barriers. The 

study highlights the importance of sustainable funding mechanisms, improved advisory services, resilience 

against failures and risks, and strategies to overcome economic obstacles in addressing these barriers. These 

recommendations guide policymakers toward supporting early-stage digital literacy among young 

entrepreneurs. 

Early-stage digital literacy in Malaysia faces significant challenges, including limited technological 

access, digital infrastructure disparities, digital skills gaps, cybersecurity concerns, poor digital marketing 

understanding, economic obstacles, regulatory hurdles, aversion to change, and language barriers. These 

challenges emphasise the need for targeted promotion of early-stage digital literacy and a supportive 

environment for young entrepreneurs' development and success. 

Addressing these challenges is crucial to fostering a conducive environment for digital literacy 

development in Malaysia. Policymakers and stakeholders can build targeted programmes to help digital-

literacy learners understand and overcome these challenges. This includes offering financial alternatives 

and assurances, providing guidance and advisory assistance through incubators and entrepreneurial centres, 

mitigating unexpected risks, overcoming economic obstacles, and easing market entry. Early-stage digital 

start-ups need a supportive environment to grow and succeed, contributing to the nation's digital economy. 

The contribution of this research to the understanding of digital literacy in Malaysia is noteworthy. 

This study clarifies the complex challenges of early-stage digital literacy in Malaysia and improves 

understanding of them. The study examines data from the Ministry of Entrepreneurship and Co-operative 

Development and interviews 30 members of the digital entrepreneurial community, examining nine major 

barriers that entrepreneurs face. This comprehensive analysis helps policymakers and stakeholders create a 

conducive environment for early-stage digital literacy in Malaysia. 

5.1. The implications for policymakers and stakeholders in formulating effective strategies 

are significant 

Addressing early-stage digital literacy in Malaysia is crucial for policymakers and stakeholders to 

find solutions. Policymakers need to understand these issues to create effective policies and support 

systems. Policymakers should prioritize sustainable financing channels, improved guidance and advisory 

services, resilience against unexpected failures, and economic barrier-overcoming measures. Policymakers 

may foster early-stage digital literacy initiatives in Malaysia to boost digital literacy. This will improve the 

national digital literacy ecosystem. 

http://dx.doi.org/
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