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Abstract

Internal control systems are critical for organizations to ensure that their objectives are achieved,
providing a check and balance in their operations. The Committee of Sponsoring Committee Framework
(COSO) is a widely used approach to evaluate the effectiveness of internal control systems. The general
assumption is that the control environment is the most significant factor that affects the overall
performance of internal control systems. The control environment refers to the importance of integrity
and ethical values set by the organization's leaders, emphasizing the need for a strong and supportive
environment to implement successful internal control systems. This paper presents a case study on how
public sector organisations in Malaysia implement control measures for efficiency. This article discusses
the importance of internal control systems in ensuring an organization's efficiency and operations. The
COSO framework, which includes five components, helps to achieve efficacy in internal control systems.
However, excessive control can lead to a bureaucratic and inflexible culture, impede innovation, and
decrease employee motivation and productivity. Furthermore, too much emphasis on control can result in
a narrow focus on compliance rather than performance, which can hinder organizational goals. Therefore,
a balance in control measures is necessary in the public sector to achieve optimal output. This, in turn,
leads to stakeholder confidence and assurance that the organization is operating effectively to achieve its

objectives.
2357-1330 © 2023 Published by European Publisher.

Keywords: Control Environment, COSO Framework, Internal control systems, Public Sector Governance

@@@@ The Author(s) 2023. This article is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives
AT 4.0 International License (https://creativecommons.org/licenses/by-nc-nd/4.0/).


https://creativecommons.org/licenses/by-nc-nd/4.0/
https://creativecommons.org/licenses/by-nc-nd/4.0/
mailto:afzalizzaz@usm.my
mailto:jamaliah@uitm.edu.my
mailto:nurisyal@kuptm.edu.my

https://doi.org/10.15405/epsbs.2023.11.40

Corresponding Author: Jamaliah Said

Selection and peer-review under responsibility of the Organizing Committee of the conference
eISSN: 2357-1330

1. Introduction

The process of internal control involves the planned coordination of procedures that organizations
implement to achieve their objectives and maintain their effectiveness, as defined by Grady in 1957
(Grady, 1957). Over time, the definition of internal control has evolved into a more comprehensive
concept that impacts an organization's overall performance. One of the primary functions of internal
control systems is the systems approach, which involves taking various parts of the organization and
processing them through the COSO framework. This framework is based on five components: the control
environment, risk assessment, control activities, information, and monitoring activities. Lord (2013)
emphasizes the importance of improving the control environment related to the components of internal
control systems to enhance the current systems approach (Lord, 2013).

According to Hassan et al. (2015), the use of internal control systems is closely related to an
organization's objectives (Nadiah Hassan et al., 2015). An effective internal control system can improve
the efficiency and effectiveness of the government, thereby enhancing the governance mechanisms within
the organization itself. Good internal control systems can help organizations achieve their goals and
reduce inefficiencies, resulting in greater dependability and compliance with rules and regulations.
Compliance with internal control systems is assumed to make an organization compliant with rules and
regulations, further adding to its dependability.

The public sector has developed several methods to ensure control, with the aim of generating
specific types of output for their organizations (Aziz et al., 2015; Evans & Bellamy, 1995; Vasi¢ek &
Roje, 2019). A single public sector organization may have several departments, including procurement,
accounting, human resources, administration, and operations. For instance, a basic representation of a
public sector organizational chart in Malaysia, the most critical part of the section is the leader of the unit.
Public sector organizations operate using their own systems, which differ from those used by private
organizations to achieve their performance targets. Public sector organizations have different goals and
objectives, and their actions are not motivated by profits (van der Kolk et al., 2019). While private
organizations use management control systems to ensure that they achieve their targets, the public sector
focuses on generating specific outputs to fulfill their objectives. When there are failures in the
government, such as weak internal control systems, there are instances where corruption occurs due to
opportunities to exploit the system (Nazirah Hassan, 2021; Said et al., 2018; Zahari et al., 2022).

Governments and public sector organizations have a responsibility to ensure that the taxpayers'
money is being used effectively and efficiently to achieve their objectives (Vasicek & Roje, 2019). To
accomplish this, they use various forms of control mechanisms such as management control, auditing, and
effective governance. The new public management approach focuses on using incentives to increase the
levels of production or output of public sector employees, which has progressed strongly over the years
(Kapucu, 2006). The use of control systems, information systems, management control measures,
governance, and accountability are all critical components of the public sector's operations. They help to
ensure that public sector organizations are meeting their intended goals and objectives, while also

providing taxpayers with the assurance that their money is being used wisely. For instance, effective
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management control measures help to optimize the use of public sector resources, while robust auditing

processes ensure that public sector organizations are complying with legal and regulatory requirements.
In summary, the use of control mechanisms in the public sector is essential to achieve objectives,

optimize the use of resources, and provide accountability to taxpayers. Therefore, public sector

organizations must continue to evolve and adapt their control mechanisms to ensure that they remain

relevant and effective in an ever-changing environment.
2. Problem Statement

Public sector organizations are responsible for providing essential services to the public, but they
often face a challenging environment with limited resources (Plant, 2006). Public sector organizations,
facing the challenge of providing services in a dynamic and resource-constrained environment, have been
under increasing pressure to innovate and improve their performance. In this context, they have started to
explore the innovation of new management methods and tools, including Management Control Systems
(MCS), auditing, and effective governance. While the adoption of these control systems has been widely
studied in the private and non-profit sectors, there is a lack of research on the use of these systems in the
public sector (Lapuente & Van de Walle, 2020). Therefore, this study aims to investigate the adoption and
impact of MCS in a sample of public organizations, in order to determine their effectiveness in improving

public sector performance.
3. Malaysian Public Sector

In Malaysia, there is a federal constitutional monarchy system with a bicameral federal legislature
and unicameral state legislatures (Ostwald, 2017). The Malaysian Public Sector pertains to the various
governmental agencies and organizations that provide public services to the Malaysian people. It is
responsible for enforcing government policies, laws, and regulations, and delivering public goods and
services such as healthcare, education, infrastructure, and security. The Malaysian public sector
comprises different government levels, including federal, state, and local governments, as well as
government-linked corporations and statutory bodies (Department of Information Malaysia, 2017). It is a
substantial employer in Malaysia and a vital contributor to the country's economic development and
social progress. The public sector operates within a legal and regulatory framework designed to promote
accountability, transparency, and good governance, and to ensure that the public sector serves the best
interest of the Malaysian people.

The study aims to investigate the effectiveness and implementation of control systems, such as
management control, auditing, and governance, in the Malaysian public sector. With the government's
increasing emphasis on promoting transparency and good governance, the public sector in Malaysia is
expected to operate in a more open and accountable manner. The study aims to investigate how the public
sector in Malaysia is implementing accountability and transparency measures to ensure good governance,
and how effective these measures are in achieving their intended outcomes. The study will also examine
the challenges and barriers faced by the public sector in implementing these measures, and identify

opportunities for improvement. Ultimately, the study seeks to provide insights and recommendations for
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policymakers and stakeholders in the public sector to enhance accountability, transparency, and good

governance in the Malaysian public sector.

3.1. Public Sector Control Systems

Public sector control systems are a collection of rules, procedures, and actions that are
implemented to guarantee that public sector institutions function efficiently, effectively, and in
accordance with legal and regulatory obligations (Heinrich, 2004). Control systems in the public sector
include financial control systems, which ensure that financial transactions are recorded accurately and
that the use of public funds is adequately supervised (van der Kolk et al., 2019; Vasi¢ek & Roje, 2019).
They also encompass management control systems, which monitor and control the performance of public
sector organizations and ensure that they accomplish their goals (Bracci & Tallaki, 2021). Additionally,
the public sector utilizes auditing as a control mechanism to evaluate the effectiveness of control systems
and to assure stakeholders that public sector organizations are complying with legal and regulatory
requirements. Effective governance is another control system that involves utilizing policies, procedures,
and practices to guarantee that public sector organizations are administered transparently, responsibly,

and ethically.

@gement Control @ \
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Figure 1. Basic Structure of Public Sector Control Systems

Each section of the public sector control system plays an important role in ensuring efficiency and
performance. Governance is the foundation of the public sector's overall performance, as those in
leadership positions are crucial in achieving organizational goals and objectives (Staicu et al., 2013).
Therefore, leadership effectiveness is critical in any public sector structure. The audit process in
government organizations serves as a check and balance to ensure that performance targets are met, and
governments place heavy emphasis on this to ensure continuity of achievements and consistency of
results. Figure 1 reflects how governance, the basic set of management control systems, and the actions

taken by any public sector employees or organizations are interrelated.
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4. Research Method

The research study utilized the case study method as it offers an opportunity to gain a
comprehensive understanding of the different types of controls and their effects on organizational
performance (Scapens, 1990). This approach is particularly beneficial for exploratory research, where
theory can be used to explain observed phenomena and inform further development of theory (Creswell &
Poth, 2018). Scholars have also acknowledged the advantages of case study research in management
accounting practice, though the challenge lies in connecting numerous intricate experiences to core
academic theory.

Interviews were an important part of the case study research due to the newness of the issues being
discussed (Longhurst, 2003). The researcher initially had uncertainties regarding which questions were
most important to ask. To develop the interview questions, a literature review of management control
systems was conducted. The results of the review were used to create a series of semi-structured
interviews, along with less structured discussions. This interview format provided flexibility for the
interviewees to express their concerns and ideas more openly. Additionally, the approach allowed for the
generation of supplementary questions for later interviews based on key issues identified by staff within
the organization that were not covered in the initial literature review.

The data was based on interviews with representatives of similar departments in the Malaysian
Public Sector, which provided various insights and information on key measurements of performance
control. These questions included inquiries on how government control systems operate, what the

standard achievements are, and what the drawbacks of such control systems are.
5. Case Study of a Malaysian Department Public Sector Control Systems

The control systems in Malaysian government departments are mainly based on performance-
based appraisals. This study examines the usage of one such method of appraisals in ensuring government
efficiency and governance. It is focused on the approach of Figure 1 in each of the systems used in the

Malaysian government public sector.
5.1. Rules, Procedures, and Action

The conduct of public sector employees is largely predetermined by the Public Services Codes of
Conduct that must be adhered to by each individual employed by the government. Those serving in
government departments are mainly from the Federal Department Government Service, State Department
Government Service, joint public service for the Federal Government and one or more state governments
or joint public service for two or more state governments excluding the Federal Government. Those who
are in service are mainly under the purview of the Malaysian Public Service Department.

Government employees are required to abide by the Public Service Codes of Conduct, which
include the Code of Conduct for public service officers provided in Regulation 1993, General Orders,

Service Circulars, Circular Letters, Regulations, and other rules issued by His Majesty the King from time
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to time (Kerajaan, 2006). This mostly covers the rules and procedures that must be adhered to by each
government employee to ensure that there are sufficient controls in place.

The Malaysian government, like any other country, ensures heavy penalties for employees who do
not follow such strict rules and regulations (Mankidy, 1994). Any criminal conduct or actions against the
law or constitution would result in the termination of the government employee's service. Various
methods of penalties are employed for government employees, such as cessation of pension schemes
when they are involved in serious cases (Faruqi, 2011). The most stringent controls are when government
employees are issued with a notice of discipline when they act against their organization. For example, an
employee not coming to work for a period of six months would be issued a notice of discipline that can
result in heavy penalties. These methods are needed to ensure that government employees do not take

their responsibility lightly and act with the utmost care in their services.

5.2. Management Control Systems

The Malaysian government management control systems utilises performance measurement
appraisals in their organisations. The method of the system is similar to private sector performance
indicators. These indicators and appraisals are with the intention of the public sector employee giving
their all in achieving such goals and objectives. These appraisals are managed through a system using the
Human Resource Management Information Systems (HRMIS) with it managing the public sector
employees (Wahab, 2011).

HRMIS is a human resource management system that integrates technology to simplify and
combine the best practices of global human resource management (Masrek, 2009). This pioneering
project was developed as part of the Electronic Government initiative. The main purpose of HRMIS is to
automate human resource management operations, enable effective workforce planning and determine the
size of the public service using human resource management information. It also aims to develop
integrated and updated human resource information for effective human resource planning, provide an
open and flexible human resource information system that is updated to meet management needs at
various agency levels, contribute to a paperless environment, facilitate horizontal communication and
integration, and align human resource processes through a single window.

The benefits of HRMIS in the public sector include improving user satisfaction by enabling users
to check every transaction made through the HRMIS application (Shahibi et al., 2016). It eliminates the
need to repeatedly enter basic personnel information and service profiles when dealing through the
application, indirectly reduces manual and overlapping activities, and is user-friendly. The streamlined
processes in this application can play a more strategic role and improve processing time, especially
operational functions, through the use of digital technologies. The centralized and integrated database can
also be viewed through this application, ensuring the standardization of implementation and centralized
data collection for easier analysis and generation of statistical reports. Ultimately, this e-government
application makes users and HRMIS management more effective and efficient

The HRMIS system is mostly based on individual evaluations, whereas organisation levels of
evaluations of efficiency are based on a set of key performance indicators that are set by the related

ministries of each department. The Malaysian government had initially started these performance
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indicators through a Performance Management and Delivery Unit (PEMANDU) that was under the
purview of the Prime Ministers Department of Malaysia (Government Transformation Programme
Annual Report, 2010). The process was that government ministries were required to identify strategic
results areas that are of importance and strategic approach in these key performance indicators
(Siddiquee, 2014). By utilizing performance measurement, particularly the key performance indicators

system, the government was able to enhance their performance and demonstrate accountability to their

citizens.

5.3. Audit Systems

The Malaysian government National Audit Department is largely responsible for auditing
government organisations and departments. The Malaysian National Audit Department (NAD) is
responsible for independently ensuring and accounting for the use of public funds and resources (Ahmad
et al., 2009). Its primary function is to audit and assess the financial and operational performance of
government agencies at the federal and state levels, as well as public sector organizations, such as local
authorities and statutory bodies. The NAD's goal is to foster good governance, transparency, and
accountability by delivering impartial and trustworthy audit reports to Parliament and the public, which
can help identify areas for improvement and ensure efficient and effective use of public resources.
Moreover, the NAD offers advisory and technical assistance to government agencies to improve their
financial and operational management practices. In summary, the NAD plays a crucial role in promoting

accountability and ensuring that public resources are utilized in the best interest of the Malaysian people.

5.4. COSO Framework evaluations

The COSO Framework can be a useful tool for the Malaysian Public Service Department (PSD) to
assess and improve its internal control systems. The framework provides a comprehensive approach to
evaluating the effectiveness of internal controls, which can help the PSD identify areas for improvement
and strengthen its operations.

Specifically, the COSO Framework's five components, control environment, risk assessment,
control activities, information and communication, and monitoring can be reflected in the PSD's internal

control systems. For example:

Table 1. COSO Framework Approach in Malaysian Government Departments

Component Method Control Application

Control Environment Tone at the top
Regulation 1993, General

Competenc
P Y Orders, Service Circulars,

Integrity values Circular Letters, Regulations

Rules and regulation

Risk Assessment Potential risks National Audit Department

Effective allocation of resources

Control Activities Segregation of Duties Public Service Department
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Regulation 1993, General
Records Orders, Service Circulars,
Circular Letters, Regulations

Information and

L Reporting mechanism Government structure
Communication

Monitoring Performance achievement HRMIS

Overall, the COSO Framework can be a useful tool for the PSD to strengthen its internal control
systems, promote good governance and accountability, and ensure that public funds are used effectively
and efficiently. The information obtained from government departments indicates that these control
factors are implemented in the context of a COSO framework, as indicated in Table 1. Each of the
components shows that there are methods of control applications used by the government for each of the

active or inactive measures of ensuring performance and efficiency.

6. Discussion and Conclusion

Internal control systems are crucial to ensure an organization's efficiency and operations by
providing a system of checks and balances (Lénsiluoto et al., 2016). Such systems are also necessary in
the public sector where government departments are responsible for executing policies and achieving
objectives for the public's benefit. The COSO framework comprises five components, namely control
environment, risk assessment, control activities, information communication, and monitoring activities,
all of which contribute to the efficacy of internal control systems (INTOSAI, 2016). In addition to
improving efficiency, internal control systems have been found to impact other aspects of an
organization, such as internal audit effectiveness (Badara & Saidin, 2013). Meaning that when there is an
effective control system in place, the organization is expected to perform as indicated in the performance
measurements.

There are drawbacks of when there is too much control in place. It can lead to a bureaucratic and
inflexible culture, where innovation and creativity may be stifled. Excessive control can also create a
sense of mistrust and demotivate employees, leading to decreased job satisfaction and productivity
(Oomsels et al., 2019). Additionally, too much emphasis on control may result in a narrow focus on
compliance rather than performance, which can impede the achievement of organizational goals. Finally,
an overly controlled environment can result in a lack of transparency and accountability, as decision-
making is centralized and insulated from external scrutiny. Therefore, having a correct balance in control
measures would ensure a more optimal output in the public service department. It can not be expected
that every employee would outperform each other as there are always limited results for any organization.

In conclusion, internal control systems play a vital role in ensuring the efficiency and effectiveness
of organizations, including those in the public sector. The COSO framework provides a comprehensive
approach to evaluating and implementing these systems, encompassing various components that
contribute to their success (Wardani, 2019). However, it is important to strike a balance in control
measures, as excessive control can have drawbacks such as stifling innovation, demotivating employees,

and hindering organizational performance (Hoai et al., 2022). A rigid and overly controlled environment
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may also compromise transparency and accountability. Therefore, organizations, especially those in the
public service sector, should strive for an optimal balance in their control systems to foster a culture of
accountability, innovation, and performance. It is important to recognize that not every employee can

consistently outperform each other, as outcomes will always be limited within any organization.
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