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Abstract

Mule accounts are created to enable money laundering, scams, bribery, and other financial crimes. Some
of the money mules are genuine lawbreakers, but many of them could be simply ignorant and practise at-
risk behaviours in their banking activities. An online survey on at-risk behaviours in banking activities
was participated by 201 respondents. The at-risk behaviours include disclosure of bank account
information to others, performing cash transactions on behalf of others, giving ATM cards and Pins to
others, and renting out the account to others. Twenty-nine per cent of the respondents gave their ATM
Cards and Pins to others, while 21% rented out their bank accounts to others. Approximately 88% of
those who rented out their bank accounts cited reward-seeking as their main reason. Inter-rater screening
on the survey data further observed that 43% of the 201 respondents tended to be money mules. The Chi-
Square Test of Independence recorded significant relationships between the tendency to be a mule or non-
mule account holder and the demographic factors of the respondents, namely Gender, Academic
Qualification, Employment Status, Area and Monthly Income. Binary Logistic Regression further
confirmed that Academic Qualification, Employment Status, and Area are the three significant
determinants. Hence, substantive awareness campaigns and preventive measures should be systematically
targeted at individuals who have no university education, work in the private sector, and stay in a
metropolitan. Nevertheless, this should be carefully observed and in need of further verification due to the

limitation of the nature of the online survey.
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1. Introduction

A money mule is a person collecting money from a third party and under specific instruction, the
money will then be transferred to another individual either by cash or any other kind (Raza et al., 2020).
This implies that a money mule is a passive partner to complete the criminal process which is a
cybercrime in the present context. A money mule is used and manipulated by organized criminal groups
as a means for illegal activities (Abdul Rani, Syed Mustapha Nazri, et al., 2023). Because of the passive
act of receiving and transferring the money under strict instruction without knowing the reasons and the
context, playing the victim could be a good excuse for self-defence. Criminal investigators hardly retrieve
useful clues from the money mules. Mule account activities facilitate the criminal syndicates to stay
unidentified while shifting the money anytime and anywhere (EUROPOL-Public Awareness and
Prevention Guides, 2019).

Cash transactions through mule accounts has been becoming easier since the 4th Industrial
Revolution. The COVID-19 pandemic further speeds up online transactions widely among consumers.
For instance, it was reported that a sum of money (RM3,000 to RM5,000) from a group of schoolteachers
in their Touch N Go eWallet was transferred without their knowledge to other accounts (Jaafar, 2022).
This is a clear example of how sensitive data can be manipulated to allow unauthorized transactions
(Sisak, 2013). This is also an example of a high-tech attack of cyber fraud that involves an automated
process, a small amount of stolen money that is hardly detected by the bank’s fraud detection system, and
affects many victim accounts (Leukfeldt & Jansen, 2015). In this case, the “other accounts” should be the
money mules that would not have sufficient information for the authority to prosecute the mastermind
who is hiding behind without a trace.

The holders of the “other account” could be ordinary people who have no intention to commit a
crime. The innocent agents comprise housewives, students, college students, self-employed, retirees and
unemployed (Hashim & Rahman, 2020). The innocent agents must have committed at-risk behaviours
that make them attracted to the rewarding fees and be manipulated to help shift the unlawful money. They
at first were not interested in being money mules, but after several attempts by the fraudster, they finally
gave away their ATM card and pins to the fraudster in exchange for the reward (Leukfeldt & Kleemans,
2019). In general, the reward is approximately 5 to 10% of the amount of the money (Sisak, 2013).
Money mules are the most important component that completes the crime, as concluded by Florencio and
Herley (2010, p. 5), “The only effective way to reduce online fraud is by making mule recruitment even
harder”. Fraudsters use fake accounts to advertise attractive offers on social media such as Instagram with
the usage of advanced technology to stay away from their legal responsibilities (Abdul Rani, Zolkaflil,
Syed Mustapha Nazrim et al., 2023; Bekkers & Leukfeldt, 2023). They are now targeting university
students and young teenagers due to their high usage of the Internet, and mostly they have low awareness
of cybercrime, high unemployment and are deceived by the offers of attractive job packages (Abdul Rani,
Zolkaflil, Syed Mustapha Nazrim et al., 2023; Vedamanikam & Chethiyar, 2020; Vedamanikam et al.,
2022). A survey of 3000 young people of age 16 to 25 shows that 10% of the respondents had been
contacted by recruiters through the social media platform (Bekkers et al., 2023).

A systematic review reported that the overall awareness among Malaysians of money mule

activities is low (Ilyas et al., 2022). However, a quantitative survey of 391 respondents reported a high
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level of awareness on the money mule issue in Malaysia (Rosli et al., 2022). It is undeniable that there is
an increasing trend of money mules in the country. Commercial crime cases recorded by the Royal Police
of Malaysia increased from 27,323 cases (2020) to 31,490 cases (2021) with 28,842 fraud cases alone for
the year 2021 (Business Today, November 29, 2022). Cybersecurity Malaysia reported that 2330
incidents of online fraud were recorded from January until March 2020 (Abd Rahman, 2020). Malaysian
Muslim Consumers Association (PPIM) received 25,000 complaints about money mules for the past three
years (Aling, July 4, 2020). The association urged the authority not to target the money mules, but the
authority should act against the fraudsters who mastered all the activities and collected the money
(Mokhtar, April 13, 2022). However, those who had committed at-risk behaviours with a clear intention
to seek rewards should not be excused. All the financial crimes especially online fraud and money
laundering will not be possible without the so-called innocent agents giving out their ATM cards or
renting out their banking accounts. In many reported cases, the victims who had acted as money mules
play certain significant roles to enable the transactions of illegal money. To combat the money mules,
preventive measures to control individual monetary and emotional needs would not be possible because
this goes against the basic human right of privacy (Abd Rahman, 2020). The visible option will be
education and training to increase the awareness of the general public towards mule account issues. This
is well explained by Hulsse (2017, p. 1027), “the "victimization" of the money mule enables a policy
response characterized by education and awareness-raising rather than by discipline and punishment”.
Apart from the awareness, it was reported that the public’s trust in law enforcement agencies has a direct
effect on the morale of the agency staff in combating the money mule issues (Abdul Rani, Zolkaflil, et al.,
2023).

Aston et al. (2009) conducted a demographic analysis on money mules in Australia and reported
that there was an overrepresentation of males between the age of 25-34 and they suggested that more
demographic data should be further analyzed to facilitate prevention activities on targeted groups of
people. Prevention campaigns to raise people’s awareness of mule accounts will not be helpful if
segments of the population are not given appropriate attention. Very limited empirical studies were
conducted on money mules (Leukfeldt & Jansen, 2015; Leukfeldt & Kleemans, 2019), and this further
limit the arrangement of strategies to stop the most vulnerable group of individuals from falling into mule
recruitment. Hence, this paper presents the at-risk behaviours committed by the public, the reasons and

the related determinants as stated in the following objectives:

i.  To identify the most committed at-risk behaviour and the reasons for the behaviours.
ii.  To identify the tendency to be a money mule.

iii.  To identify the determinants of the tendency to be a money mule.

2. Method

Two hundred and one respondents completed an online survey on mule account behaviours. The
survey was conducted using a Google form and received participation from various interested individuals
with no specific limitation or requirement. Technically, it was a convenient sampling in which everyone

with the link can complete the questionnaire. Initially, mule account holders were the target of the study.
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However, no substantive identification information is legitimately available for researchers to identify the
population and to conduct purposive sampling even though the study was supported by law enforcement
agencies. As a result, convenient sampling is the only accurate approach that explains the participation of
the 201 respondents.

This paper covers only the findings on four at-risk behaviours of the respondents in their daily

banking activities. The four single items on at-risk behaviours were measured using a nominal scale and

consisted of the following:

1. Disclose bank account information to others
ii.  Perform cash transactions on behalf of others
1i.  Give ATM cards and PINs to others

iv.  Rent out bank account to others

The first behaviour is a common behaviour for almost everyone and is most likely not to be
regarded as mule account behaviour. Disclosing bank account information specially the account number
is needed for many of us to receive payment. The typical example to justify this act is to receive a
monthly salary from the employer. However, this behaviour is one of the many at-risk behaviours that
can lead to mule account activities. For instance, receiving unknown payments into the personal banking
account and not reporting the transaction to the respective authority can be seen as part of the mule
account activities.

Performing cash transactions on behalf of others, especially family members and friends is another
common act in personal banking behaviours. However, this behaviour is one of the most required
behaviours to operationalise a mule account and therefore it is an at-risk behaviour. Giving ATM cards
and Pins to others will be seen as an at-risk behaviour, even though no active participation by the giver in
making the cash transaction. By holding the ATM cards and Pins, cash transactions can be performed
anytime and freely for money laundering or scam purposes, and without a trace by the authority.

Among the four at-risk behaviours, renting out a bank account to others can be a certain act of
committing mule account activities. However, this is beyond the legitimation of the study to determine
whether the respondents are money mules. The nearest terminology that can be used to categorise them is
the concept of tendency. Hence, renting out a bank account is a clear example to indicate someone tends
to be a mule account holder. However, if the individual does it for helping family or friends, it may not
necessarily be clarified as an act of a money mule. Reasons are therefore important to clarify whether an
act can be classified as tending to be a mule account holder.

Besides the four at-risk behaviours, the 201 respondents were further asked about their reasons for
committing the behaviours. Four optional reasons were provided for the respondents to choose in
explaining their involvement in the four at-risk behaviours. The four options are for helping family
members and friends, for loan purposes, for employment purposes, for business purposes, and for reward-
seeking purposes.

Based on the responses to the four behaviours and the given reasons, further analysis was
conducted to identify the tendency to be a money mule among the 201 respondents. The analysis was
conducted manually by matching the behaviours and the given reasons through an inter-rater screening by

two members of the research team on the same datasheet. No discrepancy was found in the findings
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generated by the two members. Two criteria were used to determine a respondent for tending to be a mule
account holder or a non-mule. The criteria are the following:

i.  Those who answered 'For Reward' as the motive of performing any of the four activities.

ii.  Those who answered 'For Loan Purposes' as the motive of giving ATM cards and Pins to

others.

The process of identifying and classifying the 201 respondents into the two categories of tendency,

namely to be a Money Mule and a Non-Money Mule is illustrated in the following figure 1.

The Four At-Risk

) 4

Reasons for the Behaviours

A 4

Inter-Rater Screening

A

Tendency

|

Money Mule Non-Money Mule

Figure 1. The inter-rater screening process identifies and classifies respondents into two categories of
tendency based on their banking behaviours and given reasons

3. Results

The survey attracted 201 individuals from all over the country except Kelantan to participate and
share their banking behaviours (Table 1). Slightly more females (54%) than males (46%) participated in
the online survey. Fifty-eight per cent of the respondents were 35 years old and below. The majority of
the respondents (78%) are Malay and more than half (52.8%) of the respondents had no university degree.
Fifty-four per cent of the respondents were self-employed and worked in the private sector.
Approximately 50% of the respondents were from the Klang Valley. Many of the respondents (67%)

earned RM4000 or lesser per month and 68% had heard of mule account issues.

Table 1. Demography of the Respondents

Demography Frequency Percentage
Gender

Male 92 45.8
Female 109 54.2
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Demography Frequency Percentage
Age (years)

25 and below 39 19.4
26-35 78 38.8
36-45 54 26.9
46-55 28 13.9

56 and above 2 1.0

Academic Qualification

SPM and below 60 299
Diploma 46 229
Degree 64 31.8
Master 30 14.9
PhD 1 0.5

Race

Malay 156 77.6
Chinese 25 12.4
India 13 6.5

Others 7 3.5

Employment Status

Self-Employed 39 19.4
Student 35 17.4
Public Sector/GLC 34 16.9
Private Sector 70 34.8
Non-Employed 23 11.4
State

Johor 11 5.5

Kedah 17 8.5

Kuala Lumpur 27 13.4
Melaka 9 4.5

Negeri Sembilan 9 4.5

Pahang 2 1.0

Perak 20 10.0
Pulau Pinang 13 6.5

Sabah 7 3.5

Sarawak 7 3.5

Selangor 74 36.8
Terengganu 5 25

Monthly Income

Less than RM2,000 82 40.8
RM2,001 — RM4,000 58 28.9
RM4,001 — RM6,000 28 13.9
RM6,001 — RMS,000 20 10.0
RMS,001- RM 10,000 8 4.0

More than RM 10,000 5 2.5

Aware of Mule Account Issues

Yes 136 67.7
Not Sure 26 12.9
Never hear before 39 19.4
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3.1. The At-Risk behaviours and the reasons

The 'At-Risk Behaviour' of each of the 201 respondents were analysed and findings are presented

in the following tables.

Table 2. At-Risk Behaviours

Behaviours Frequency Percentage
Disclose bank account information to others 126 62.7
Give ATM cards and PINs to others 59 29.4
Perform cash transactions on behalf of others 104 51.7
Rent out bank account to others 51 254

Table 2 shows that nearly 63% of the 201 respondents had disclosed their bank account
information to others. Approximately half of them had performed cash transactions on behalf of others.
Twenty-nine per cent and 25.4% of respondents had given their ATM cards with PINs and rented out

their accounts to others respectively.

Table 3. Reasons for Disclosing Bank Account Information

Reasons Frequency Percentage
To help family/friends 64 47.1
For loan 65 47.8
For employment 31 22.8
For business 23 16.9
For reward 50 36.8

Table 3 shows the most common reasons given by 136 respondents to justify the disclosure of
bank account information were to help family/friends (47.1%) and for loan purposes (47.8%). This is

followed by getting a reward (36.8%) which is a significant sign of a mule account.

Table 4. Reasons for Giving ATM Card and Pin Numbers

Reasons Frequency Percentage
To help family/friends 18 29.5
For loan 43 70.5
For employment 5 8.2
For business 0 0.0
For reward 3 4.9

Table 4 shows that loan (70.5%) is the most popular reason for giving out ATM Cards and Pin
Numbers among the 61 respondents. This is followed by helping family/friends (29.5%) and getting
rewards (4.9%). Conversely, none of the respondents cited business purposes as a reason for the above

act.
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Table 5. Reasons for Performing Cash Transaction

Reasons Frequency Percentage
To help family/friends 87 81.3
For loan 17 15.9
For employment 7 6.5
For business 11 10.3
For reward 47 43.9

Table 5 shows that helping family and friends is the most popular reason among the 107
respondents with 81.3% citing the reason. This is followed by getting a reward (43.9%) for loans (15.9%),
business (10.3%), and employment purposes (6.5%).

Table 6. Reasons for Renting Out Bank Account

Reasons Frequency Percentage
To help family/friends 5 8.9
For loan 2 3.6
For employment 5 8.9
For business 1 1.8
For reward 49 87.5

Table 6 shows that seeking rewards was the dominant reason for renting out a bank account, and
87.5% of the 56 respondents cited it as the main reason. This is an irrefutable fact that they are money
mules.

As presented in the above tables, it can be summarised that disclosing bank account information to
others is the most common at-risk behaviour committed by respondents. The behaviour is also common
among the general public, but it has not been seriously perceived as risky behaviour. Besides, helping
friends and family members is another popular reason cited by the respondents in defending their at-risk

behaviours.

3.2. The Tendency to be a Money Mule

Table 7. The Tendency to be a Money Mule

Tendency Frequency Percentage
Non-Money Mule 112 56
Money Mule 89 43

201 100%

Based on the inter-rater screening to categorise the respondents, 89 respondents were classified as
those who tended to be money mules, while the rest 112 respondents did not tend to be money mules
(Table 7). The percentage for those who had a tendency is approximately 43%, a significant figure that
cannot be ignored. Although the sample of this study was not randomly selected, the finding describes the

potential market to sustain the mule account activities among the 201 respondents.
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3.3. Determinants of the tendency to be a money mule

The Chi-Square Test of Independence was conducted to examine relationships between the
demographic factors (as presented in Table 1) and the tendency to be a money mule. The demographic

factors were recorded into dichotomous groups or not more than three groups to facilitate the test.

Table 8. Gender and Tendency

Non-Money Mule Money Mule Total
Gender Male 42 50 92
Female 70 39 109
112 89 201

Table 8 shows that more male respondents tended to be mule account holders, while female
respondents displayed the opposite direction. The significant relationship between gender and the
tendency to be a mule account holder is established with X*(1, N = 201) = 6.972, p = .006. Relatively,
more male respondents’ banking behaviours are in line with the criteria of mule account activities than
female respondents. This finding justifies the need for future studies on the recruitment of male money

mules in Malaysia (Abdul Rani, Zolkaflil, Syed Mustapha Nazrim et al., 2023).

Table 9. Age and Tendency

Non-Money Mule Money Mule Total
Age 35 and below 66 51 117
36 and above 46 38 84
112 89 201

As reported in Table 9, age had no significant relationship with the tendency to be a mule account
holder, X*(1, N = 201) = 0.054, p = .465. Mule account behaviours cannot be detected in ranges of age

among the 201 respondents.

Table 10. Academic Qualification and Tendency

Non-Money Mule ~ Money Mule Total
Qualification ~ Diploma and below 40 66 106
Degree and above 72 23 95
112 89 201

Academic qualification was found associated with the tendency to be a mule account holder, X2(1,
N =201) =29.404, p = .001. Respondents with a Diploma or lower qualification were more likely to be
associated with a tendency to be a mule account holder, while those with at least a degree or higher

qualification were less likely to be found in mule account activities (Table 10).
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Table 11. Race and Tendency

Non-Money Mule Money Mule Total
Race Non-Malay 22 23 45
Malay 90 66 156
112 89 201

Table 11 shows a relationship between race and the tendency to be a mule account holder cannot
be established, X*(1, N = 201) = 1.097, p = .190. This implies that involvement in at-risk behaviours and

reward-seeking tendencies is a personal decision that is not affected by societal and cultural values.

Table 12. Employment Status and Tendency

Non-Money Mule Money Mule Total
Employment Self-Employed or Private Sector 47 62 109
Non-Employed 38 20 58
Government or GLC Sector 27 7 34
112 89 201

There is a significant relationship between employment status and the tendency to be a mule
holder, X*(2, N = 201) = 17.006, p = .001. Respondents who are self-employed or work in the private
sector are more likely to display the tendency to be a mule account holder, while those non-employed and

those working the in the public sector are less likely to get involved in mule account activities (Table 12).

Table 13. Area

Non-Money Mule Money Mule Total
Areas Klang Valley 43 58 101
Other Areas 69 31 100
112 89 201

The 13 states recorded from the 201 respondents were further recorded into two areas, namely
Klang Valley and Other Areas. Klang Valley consists of Kuala Lumpur and Selangor. Table 13 shows
that living in a metropolitan may expose an individual to the risk of committing mule account activities.
There is a significant relationship between areas of stay and the tendency to be a mule account holder,
X*(1, N =201) = 14.222, p = .001. Those staying in Klang Valley had a higher tendency in mule account

activities as compared to those staying in other areas.

Table 14. Monthly Income

Non-Money Mule Money Mule Total
Monthly Income RM2000 and 50 32 82
below
RM2001 to 35 51 86
RM6000
RM6001 and 27 6 33
above
112 89 201
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Table 14 shows respondents earning RM2001 to RM6000, the middle-income group, are likely to
be associated with mule account activities as compared to that earning above RM6000 or those earning
RM200 and below. The relationship between monthly income and the tendency to be a mule account

holder is significant, X*(2, N =201) = 17.894, p = .001.

Table 15. Awareness of Mule Account Issues and Tendency

Non-Money Mule Money Mule Total
Have you heard about Yes 78 58 136
mule account issues? Not Sure 13 13 26
Never 21 18 39
Total 112 89 201

The assumption of knowing about mule accounts will prevent individuals from taking risky
behaviours and being part of the mule account activities cannot be sustained. Responses from the 201
respondents show that no significant relationship can be established between the tendency to be a mule
account holder and their acknowledgement of mule account issues, X2(2, N = 201) = 0.547, p = .761.
Table 15 shows that 58 respondents (65%) of the 89 who were classified as tending to be mule account
holders, had heard about mule account issues. This implies that knowing the mule account will not stop

people from being part of the mule account activities.

Table 16. Summary of the Relationships between Determinants and Tendency

Determinants The tendency to be a Money Mule Established
Gender Male Yes

Age - No
Academic Qualification Diploma and below Yes

Race - No
Employment Status Self Employed/Private Sectors Yes

Area Klang Valley Yes
Monthly Income RM2001 — RM6000 Yes

Aware of Mule Account Issues - No

Table 16 summarises the results of all the Chi-Square Tests conducted in examining relationships
between demographic factors and the mule or non-mule tendency. Five out of eight demographic factors
had significant relationships with the tendency. Age, Race and Awareness of Mule Account Issues were
hardly associated with the tendency to be mule account holders.

Binary Logistic Regression was conducted to examine the effects of the five demographic factors
(Gender, Academic Qualification, Employment Status, Area and Monthly Income) to predict the tendency

to be a mule account holder.

logit=Li= Bo+ B1X1 + B2X> + B3 X + B4X4 + B5X;s
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The logistic regression model was statistically significant, X? (5, N= 201) = 60.076, p < .001. The
model explained between 25.8% (Cox & Snell R?) and 34.6% (Nagelkerke R?) of the variance in the
dependent variable (the tendency to be a mule account holder) and correctly classified 77.6% of cases.
The predictive model is supported by Hosmer and Lemeshow Test (X?(7, N= 201) = 12.025, p =.100)

which recorded insignificant values where p > 0.05. The equation of the model can be written as the

following:

logit = Li = 6.029 + (-0.466)X; + (-1.611)X> + (-0.745)X; + (-1.179)Xs + (-0.157)Xs

Table 17 shows that among the five demographic factors, Academic Qualification (Diploma and
below), Employment Status (Private Sector) and Area (Klang Valley) are the three determinants that
added significantly to the predictive model. In other words, Individuals with lower education attainment,
who work in the private sector and stay in Klang Valley have a higher likelihood to be involved in mule

account activities.

Table 17. The Effects of Five Factors on the Tendency to be a Money Mule

B S.E. Wald df Sig. Exp(B)
Gender -.466 .348 1.792 1 181 .627
Academic Qualification -1.611 350 21.193 1 <.001 200
Employment Status -.745 237 9.898 1 .002 475
Area -1.179 .348 11.477 1 <.001 .308
Monthly Income -.157 254 381 1 537 .855
Constant 6.029 1.074 31.519 1 <.001 415.336

4. Results

The majority of the 201 respondents in this study had shared their bank account information with
others and approximately half of them were to help family/friends and for loans. Slightly more than half
of the 201 respondents had performed cash transactions on behalf of others with a majority of them doing
it to help their family/friends. These two at-risk behaviours are commonly done by many people and may
not necessarily be defined as an act of money mule. Nevertheless, a significant percentage of 201
respondents gave their ATM cards with pins to others to get a loan. The combination of the behaviour and
the reason is one of the real case scenarios of money mules reported in a court proceeding (Abd Rahman,
2020). Similarly, a quarter of the 201 respondents admitted that they had rented out their bank accounts to
others and the main reason was reward-seeking. Hence, by screening the at-risk behaviour and reasons
given, 43% of the respondents in this study can be classified as people with a tendency to be money
mules. This is an important figure generated from an open and online survey conducted. Although it
cannot be generalized to the larger population, the finding could be interpreted as two out of five
individuals will commit at-risk behaviours of money mule.

Gender, Academic Qualification, Employment Status, State and Monthly Income are the five

demographic factors that were associated with the tendency to be a money mule. The five factors
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significantly explained the variance of the tendency. Males were reported to have a higher tendency of
being mule account holders as compared to females (Aston et al., 2009). However, logistic regression
further verified that Academic Qualification (Diploma and below), Employment Status (Private Sector)
and Area (Klang Valley) are the three determinants that significantly explained the tendency. The three
determinants should be the main priority of targeted prevention campaigns in raising awareness among
the public for not doing any illegal activities that can be related to commercial crime.

Individuals with low educational attainment may not be fully aware of the legal implication of
being a passive player in the process of closing the loop of fraud. Clear, practical, and reasonable
information should be designed according to the intellectual levels of the individuals. Any direct
instruction without reasonable explanation would not be convincing even for children. Revisiting and
revising the content to create public awareness on mule account issues should be continuously made. The
information should be targeted at those working in the private sector or self-employed in the
Metropolitan. Self-employed and private sector both signify the condition of instability in income.
Income instability could be a strong reason for individuals choosing to be money mules. The chances of
getting involved in mule account activities are higher in Metropolitan. There is a likelihood for those
working in the private sector located in a Metropolitan to take at-risk behaviours to fulfil their financial
needs.

As commented by Hulsse (2017), awareness-raising campaigns are mostly conducted in the home
country and most of the banks get away without any responsibility. It is critical to highlight that
awareness and integrity of the employees of financial institutions should not be taken easily (Abdul Rani,
Zolkaflil, et al., 2023). The international perspective in cash transactions by money mules has always
been left out in the campaigns. It is high time for banks to play a more proactive role in stopping
suspicious new accounts and unusual transactions by utilising their international banking network.
Financial support services such as services provided by The Credit Counselling and Debt Management
Agency (AKPK) should also be embedded into the prevention campaigns. Individuals should not only
know the prohibited behaviours in managing personal banking activities but they should be further
equipped with information on how to increase their assets or cope with debts if needed. This will prevent
them from considering the mule account activities as an alternative solution for their present financial
problems and needs. A convincing way to prevent them from deceptive job offers and business packages

as part of the mule recruitment effort.

5. Limitation

This is an open and online survey that embraces no specific requirement in sampling selection. As
a result, the data cannot be generalized to infer the larger population. Nevertheless, the participation of the
201 respondents, provides a convenient but realistic phenomenon to be used as a reference in planning
and designing prevention campaigns for the specific target groups in the general public. The findings help
the financial authorities to identify the segments of society that require systematic intervention and to

make mule recruitment to be an unfeasible task.
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