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Abstract 
 

This article is devoted to the issues and problems of legal regulation and practical functioning of the 
Unified Biometric System of Russia in the context of comparison with similar systems existing in other 
countries of the world. The authors consider the purposes of using the biometric system, analyze its 
functioning for compliance with the legislation of the Russian Federation, address the issue of the 
relationship between the Unified Biometric System and the Unified Identification and Authentication 
System, and also compare the domestic experience of using the system with the experience of using the 
system in foreign countries. At the same time, the article highlights some controversial aspects of 
implementing these systems, such as the relationship with the unified identification and authentication 
systems and compliance with the current legislation on personal data. In conclusion, the authors state that 
the Unified information register about Russia's population and other digital innovations proposed by the 
state are met by the citizens with a substantial degree of skepticism, complicating the legal regulation and 
implementation of these systems. A well-thought-out and balanced legal policy can overcome distrust on 
the part of citizens, showing the transparency of the authorities' intentions and revealing the positive 
aspects of the biometric system.  
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1. Introduction 

We can understand the concept of biometrics in a broad and narrow sense. So, in a general sense, 

biometrics is understood as the measurement and collection of unique physical data of a person 

(application of biological data statistical analysis) (Belova & Ryskina, 2020). When using this approach, 

the problem field of the study may not include the question of determining personality by physical data.  

Along with the broad meaning of the concept, scholars use its narrow interpretation as a 

technology and system for automatic identification of a person and (or) confirmation of his identity, based 

on the analysis of biometric parameters, is also widespread (Lukashov, 2009). A specific interpretation of 

the concept is necessarily associated with the owner's identification of personal data. It is a practical 

application of statistical data analysis on the individual's physiological or anatomical features. In this 

sense, scientific and technical progress is developing at a very high pace.  

Criminology was the first area to implement the biometric identification system. The French 

lawyer and criminologist Alphonse Bertillon was the ancestor of science. He created an anthropometric 

database to determine criminals. Such data included height, length, and volume of the head, length of 

fingers, and feet (Nabiev & Goryaev, 2019), but was not limited to them (Bera et al., 2014). 

In the modern world, biometric identity recognition is actively used not only by criminologists. A 

significant impetus that marked the beginning of the intensive development period of biometric 

technologies was September 11, 2001, events in the United States. Over the past decades, the scope of 

application of biometric systems has increased; the most common areas are mobile communications, 

passport systems, credit cards, and the banking sector (Oleinik et al., 2005). 

2. Problem Statement 

Biometric identification of Russia's citizens has become one of the most discussed topics either 

among scientists or in wide circles of society. The main reason for the issue to be relevant is the 

understanding of the formation and use of a Unified biometric system on the territory of the Russian 

Federation.  

The beginning of the formation of a unified biometric system was laid down by Federal Law No. 

482-FZ of December 31, 2017, "On Amendments to Certain Legislative Acts of the Russian Federation" 

(Federalnyj zakon, 2017). In particular, this law introduces an addition to Federal Law No. 149-FZ of 

July 27, 2006, "Information, Information Technologies, and Information Protection" - Article 14.1 

"Application of information technologies for identification of citizens of the Russian Federation" 

(Federalnyj zakon, 2021) which introduces regulations on the unified biometric system. 

The Unified Biometric System is a digital platform that allows a citizen to undergo a remote 

identification using biometric samples to obtain, first of all, financial services (Unified biometric system, 

2021). Federal Law No. 479-FZ of December 29, 2020, by January 1, 2022 (Federalnyj zakon.., 2020b) 

specifies this thesis and obliges all banks with a universal license to implement the possibility of 

providing services to new customers remotely (including opening accounts, deposits or obtaining a loan), 

using the Unified identification and authentication system and the Unified Biometric System. 
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The usage of the unified biometric system is not limited to the financial sector. Thus, the Unified 

biometric system is actively implemented for the passage and admission to premises (with the operator's 

submission; the system has been used since 2020 to enter the building of the Moscow government 

complex according to the "face" parameter (V moskovskom metro.., 2021), holding remote examinations 

at universities (Postanovlenie.., 2021), and at the Multifunctional center for public services provision 

(Zakon razreshil..., 2021). This list is not complete and is constantly updated. 

The Order of the Ministry of Communications of the Russian Federation "On approval of the 

procedure for processing parameters of personal biometric data" (Prikaz.., 2019) defines the processing of 

only two possible types of personal biometric data of a citizen of the Russian Federation. These are facial 

image and voice data. The totality of these data forms a biometric control template stored in a unified 

personal data information system. These templates are used later in the process of identifying a citizen.  

The data is stored in the form of a template for no more than 50 years from the moment they are 

placed in the system, but you can use the data for identification purposes for no more than three years 

from the moment. This condition is most likely caused by the technical complexity to collect, process, 

and store personal biometric data, together with such objective circumstances as appearance variability 

and health status. 

3. Research Questions 

This article focuses on the study of the following issues of the Unified biometric system 

functioning:  

1. The purpose of using the biometric system; 

2. The compliance with Russian legislation, in particular, the Law on Personal Data; 

2. The ratio of the use of the Unified biometric system and the Unified identification and 

authentication system; 

3. The comparison of the experiences of its use in Russia and the countries of the world. 

4. Purpose of the Studу 

The purpose of the research is to study the experience of the Unified Biometric system as 

compared to the experience of other countries of the world. 

5. Research Methods 

The authors used a complex of methods and techniques of information processing. The main 

research methods are formal legal analysis, forecasting, modeling, and expert evaluation. In addition, the 

authors used such techniques as analysis, synthesis, induction, and comparative legal analysis. 

6. Findings 

Following the requirements of the Federal Law "On Personal Data" (Federalnyj zakon.., 2020a), 

the client personally visits the credit institution and signs consent to the processing of personal biometric 

http://dx.doi.org/
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data and transmits it to an authorized employee. Next, the bank employee links the received sample with a 

previously created customer account in the Unified identification and authentication system (UIAS) and 

sends the information to the Unified biometric system. Now the bank's client gets the opportunity to be 

identified remotely. Personality identification consists of several stages: entering the UIAS and passing 

through biometric identification. Biometric identification includes face identification using a camera and 

voice identification using a microphone.  

The introduction of a single biometric database is associated with several controversial issues, 

provoking disputes between supporters and opponents of the biometric system.  

Firstly, there is a controversial point of legal nature.  

Thus, paragraph 6 of Article 8 of the provision of Federal Law No. 482 (Federalnyj zakon, 2017) 

grants the Central Bank the right to receive information from the Ministry of Internal Affairs, the Pension 

Fund, and the Compulsory Health Insurance Fund to create an interdepartmental database that will 

contain biometric data of all citizens. 

This norm contradicts the principle enshrined in clause 3 of Article 5 of the Federal Law on 

Personal Data. Thus, the rule prohibits the association of databases containing personal data, the 

processing of which is carried out for purposes incompatible with each other. The aims of processing 

personal data in the Ministry of Internal Affairs, the Pension Fund, and the Compulsory Health Insurance 

Fund are different. As Savelyev (2015) rightly notes, this rule is an obstacle to the interdepartmental 

federal databases creation. 

Secondly, there are firm fears in society that the state, in the presence of a convenient and accurate 

system of citizens' identification, will abuse control and supervisory functions, nullifying anonymity and 

privacy.  

At the moment, the Ministry of Internal Affairs of the Russian Federation and the Federal Security 

Service of the Russian Federation may request information contained in the Unified biometric system 

exercising their powers to ensure the country's defense, state security, law enforcement, and counter-

terrorism (Postanovlenie..., 2018).  

The specified norm does not carry anything dangerous for a good citizen since it aims at protecting 

public order. However, the legal policy regarding what an illegal act means causes fears. 

Subparagraph 4 of paragraph 16 of Article 14.1 of Federal Law No. 149 gives the right to 

executive authorities authorized in the field of security, state protection, state security, foreign 

intelligence to send a request to the operator of the unified biometric system to depersonalize, block, 

delete, and destroy personal biometric data of individuals (Federalnyj zakon, 2021). This paragraph 

serves as the basis for imposing sanctions in the form of a ban or suspension of the use of services 

available through biometric identification. Since the norm is in the form of a blank, its application may 

not be limited to restricting only the blocking of people's data suspected of financing terrorism. If desired, 

this norm can be seen as a future element of the control system when a person is prohibited from using 

financial, educational, medical services, and the like, depending on the state's policy regarding public 

order. 

Thirdly, the excessive creation of various universal systems for recording citizens' data does not 

add faith in the Russian government. In addition to the unified biometric system, Russia has created: 

http://dx.doi.org/
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• Individual (personalized) accounting on the territory of the Russian Federation - assigns an 

individual personal account with a permanent insurance number (PIN); 

• Federal Register of Population Data of the Russian Federation - contains basic information about 

Russians. 

Individual (personalized) accounting on the territory of the Russian Federation can be called the 

basic accounting system for citizens.  

Thus, the PIN assigned by the system (the number of an individual personal account) is used to 

work in the net and serves as an identifier and authenticator of information about an individual when 

providing state and municipal services and performing state and municipal functions. Without the PIN 

provision, a citizen will not access state portals fully. 

The PIN must also be provided when applying to state bodies for getting benefits, facilities, 

payments, official employment, study, state, and municipal services. It is considered a refusal basis of the 

requested service if a person fails to provide the PIN.   

The Federal Register of Population Information is an innovation in electronic accounting. 

Following Federal Law No. 168-FZ of June 8, 2020 (Federalnyj zakon.., 2020c), the federal register of 

information is an information collection about the population of the Russian Federation created on 

information about citizens of the Russian Federation. Information about foreign citizens and stateless 

persons is also included in the register. The Law will fully come into force gradually during January 1, 

2022, and until 2026. 

The mentioned databases contain all the essential information about a person, including biometric 

data, marital status, and information about a person's relatives, education, and occupation. Only personal 

preferences remain invisible to the system, for example, religion, political views, and the like. However, 

the list of information contained in databases (in particular, in the federal register of population 

information) can be expanded by bodies authorized to solve tasks in the field of ensuring the security of 

the Russian Federation within the framework of their powers. Thus, we can say that the list of information 

contained in these databases is not exhaustive. 

Of course, the existence of unified federal databases of information about the population has 

evident benefits for the state since it simplifies the administration process; increases the efficiency of 

control-supervisory and law enforcement activities. But simplification of administration is not always 

compatible with the citizens' interests since there is a high risk of power abuse. However, instead of 

reducing the social tension associated with the citizens' fears, the legislature purposefully does not 

provide for the refusal to include personal data in federal databases. This thesis will only aggravate 

distrust of the state activity. 

Fourth, technologies for identifying a person using biometric data, being not perfect, face the risk 

of data leakage.  

The flagship of the unified biometric system use, the Central Bank of the Russian Federation has 

developed "Methodological recommendations for the neutralization security threats by banks relevant to 

the processing, collecting, and storing personal biometric data" (Metodicheskie rekomendacii.., 2019). 

Methodological recommendations highlighted specific recommendations on the credit institutions 

information security, for example, preventing the data storage on automated desktops designed for their 

http://dx.doi.org/
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collection and processing, or the mandatory presence of a person authorized to register, collect, and 

process data with an enhanced qualified electronic signature capable of identifying him in case of 

violations and vulnerabilities.  

Thus, banks were obliged to monitor the security of their applications (mainly for mobile devices) 

for vulnerabilities in the field of "undeclared opportunities for unauthorized access using personal 

biometric data." The Central Bank of the Russian Federation itself has developed memos for users 

describing the features of the biometric identification software and described possible actions of the client 

in case of compromise of this data.  

Chapter 4 of the same document implies a recommendation to register and send information about 

violations of the requirements for ensuring information protection during processing in the Central Bank 

of the Russian Federation. The purposes of this collection are not specified, but we can assume that the 

information is collected to improve the security system. 

7. Conclusion 

It is common knowledge that Russia is a country of contrasts: in some regions, they test self-

driving cars on the roads, and in other parts, students have to climb a tree to catch a signal and join a 

remote lesson.  

Digitalization in Russia is implemented actively from the top; the authorities do not take any care 

of the fears and needs of citizens. 

 Unlike conventionally advanced countries, Russian society is unprepared for such large-scale 

transformations. Domestic problems include poor infrastructure development,  

uneven access distribution to technical devices and an enormous difference in the transformational 

processes financing between Moscow and the regions. And aggressive digitalization only increases 

distrust of authorities' actions (Gaivoronskaya et al., 2020). 

However, a reserved attitude to digital innovations is not observed only in Russia. Governments of 

many foreign countries are forced to respond to citizens' protests against digital innovations because 

society is concerned about privacy. At the same time, personal privacy is understood as various 

manifestations of a person's life (Woodward, 1997). The principal citizens' concern is that the state, using 

the transparency of human data, will exceed its powers and create significant threats to the democratic 

foundations of the state and society, as well as form an unconstitutional regime for the use of the 

individual's data. And what measures the state is taking to reduce the citizens' fears says a lot about the 

political order. 

Thus, countries with developed democratic traditions (Lyubashits et al., 2019) do not seek to 

categorically impose digital analogs of identification documents and envisage a return to the traditional 

system if the digital-analog is not convenient for the user. 

In the UK, under the influence of the public, on January 21, 2011, the Law on Identity Documents 

of 2010 was adopted. Section 1 of the new Law required the destruction of all data in the National 

Identity Register that included biometric data (Identity Documents Act, 2010). 

http://dx.doi.org/
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The difference in the introduction of digital innovations in authoritarian political regimes is 

palpable since such countries are heading for forced digitalization and do not allow people to reject it. 

Such countries include Malaysia and, unfortunately, Russia (Liubashits et al., 2019).  

The Unified biometric data system, together with the unified register of information about the 

population of Russia and other digital innovations of the Government, are met with distrust. A well-

thought-out and balanced legal policy can overcome skepticism on the part of citizens, showing the 

transparency of the authorities' intentions and revealing the positive sides of the system. Otherwise, as 

studies show (Dalberto & Banégas, 2021), the imposition of digital technologies will cause social tension 

in society. 
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