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Abstract

Big Data is a new unique and promising object of legal relations, which has significant advantages. The
developed mechanisms for processing Big Data are essential for healthcare, insurance, law enforcement,
public administration, economic development, and many other areas. However, the practical application
of Big Data is fraught with some difficulties. In this article, the authors conclude that there are at least
three such difficulties. The first problem is the lack of a unified approach to the definition of Big Data.
The number of opinions on this topic is increasing every day; scholars are attempting to eliminate the
existing theoretical gap and form doctrinal answers to many questions. Therefore, the authors set the task
to highlight the doctrinal approaches to the definition of BD. The second problem is that there is no legal
approach to Big Data in any country yet. Regarding Russia, the authors express the point of view that, in
addition to working out some standards, the Russian legislature will have to carry out large-scale work in
two directions: streamlining the application of current legislation and creating specialized norms for

relations connected to Big Data.
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1. Introduction

Its is difficult not to agree with the idea that “we are already living in a new era — the era of big
data” (Mayer-Schonberger & Cukier, 2014). In the XXI century, the age of information technology, the
Internet has become an integral part of society. People’s interest in the available information and the
desire to share the accumulated knowledge led to the creation of an enormous array of information.
Today, a person can find an answer to any of his requests. At the same time, specialists can track his
search queries and use this information against him: actions in social networks, online stores, or even the
order of viewing sites are analyzed by specific algorithms, resulting in an ideal offer for a potential client
of the organization, a conclusion about the location, a person’s preferences and much more. This
phenomenon is called Big Data.

The history of the appearance of the term itself is intriguing. There is no exact date of the database
“birthday,” and the author of the name has not been determined. Some believe that the term “Big Data”
was introduced on September 3, 2008, by the editor of the scientific journal “Nature” Clifford Lynch in a
special issue (Guseva, 2016). However, there are some alternative opinions regarding this fact. Its was
indicated in 2005 when this term was first introduced into scientific circulation (Picciotto, 2019). Also,
Korneev (2018), describing the history of Big Data development, claims that earlier specialists were
developing this topic. For example, John Mashey, a computer scientist, popularized the term Big Data
back in the 1990s. The author also found evidence that the notion similar to Big Data in meaning was
mentioned in the Oxford English Dictionary of 1941.

The possibilities of Big Data are great. For example, Google created a system that analyzed the
most popular search queries to find new outbreaks of HINI influenza in 2009 (Guseva, 2016). This
system was based on the data processing of the epidemiological situation in the world for 2007-2008 in
conjunction with Google’s data. In this way, specialists could create a new tool for detecting outbreaks of
epidemiological diseases. Its results coincided by 97% with the actual detection. The application areas of
Big Data technologies are not limited to the medical field. Savelyev (2015) identifies many other spheres
where Big Data is used:

1) Banking sector (the solvency analysis of a potential borrower);

2) Insurance activity (insurance risks assessment identified by insurance companies by analyzing
the probability of an insured event);

3) E-commerce (through the study of the users’ behaviour in online stores, goods that can interest
a potential buyer are identified);

4) Prevention of offences (the Blue CRUSH system, based on crime statistics, can identify areas of
the possible threat of committing an illegal act and provide this information to the police), and the like.

Bulgakova et al. (2015) separately examined the application of Big Data technologies in the public
administration system. In their opinion, the potential of their application has not yet been revealed in the
Russian Federation fully, which is a fault since BD technologies have impressive advantages. Firstly, the
system can analyze the prospects for social services development in advance when providing state and
municipal services to citizens and solve problems that arise in the shortest possible time. Secondly, the

transition of public administration to an automated mode will help eliminate problems associated with
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violating rules of services provided to citizens, corruption, and the like. Thirdly, its is assumed that the
introduction of Big Data technologies will favorably contribute to manufacturing, trade, healthcare, public

administration development, and many other areas.
2. Problem Statement

The topic of “Big Data” is currently debatable and open. Nowadays, we can talk about at least
three unresolved problems in the functioning of Big Data. The first problem is the lack of a generally
accepted definition at the legislative and doctrinal levels. The second problem is expressed in the fact that
Big Data has no special normative regulation. (Therefore, self-regulation of legal relations is often present
in the industrial sphere. For example, in the United States, the Federal Trade Commission stimulated
companies to work out privacy rules independently (Sosnin, 2019)). And the third one can be defined as

the problem of separating Big Data from personal data and protecting the latter.
3. Research Questions

This article examines the following issues:
1. Definition of Big Data in domestic and foreign doctrine;
2. Coverage of approaches to the regulatory regulation of the phenomenon of Big Data;

3. Correlation problem research of Big Data and personal information in the legislation of Russia.
4. Purpose of the Study

The purpose of the work is to highlight the theoretical and practical aspects of the functioning of
Big Data.

5. Research Methods

The authors used a set of methods and information processing analytical techniques. The main

research methods are analysis, synthesis, induction, and comparative legal analysis.
6. Findings

The topic of “Big Data” is currently debatable and open. At the moment, we can talk about at least
three unresolved problems in the functioning of Big Data. The first problem is the lack of a generally
accepted definition at the legislative and doctrinal levels. The second problem is expressed in the fact that
Big Data has no specific normative regulation. (Therefore, self-regulation of legal relations is often
present in the industrial sphere. For example, in the United States, the Federal Trade Commission
stimulated companies to work out privacy rules independently (Sosnin, 2019)). And the third one can be
defined as the problem of separating Big Data from personal data and protecting the latter. Next, we will

consider each thesis in more detail.
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If we turn to the first thesis on the definition of “Big Data,” we can see three dominant approaches
in the scientific literature to understanding the object under study. 1) enormous array of information; 2)
methods and techniques of information processing; 3) a set of massive information and its processing
methods.

The first approach is that Big Data is a data array that represents substantial amounts of
information with a complex heterogeneous or indefinite structure, characterized by broad fields of
application and a decentralized way of storing data. The authors of this approach include Volkova (2016),
Gorodov and Egorova (2018).

Several authors Savelyev (2015), Tolstova (2015), Bulgakova et al. (2015), and others adhere to
the definition of Big Data as a method of enormous information processing. A. I. Savelyev writes about
Big Data: “a set of tools and methods for processing structured and unstructured data of huge volumes
from various sources, subject to constant updates, to improve the quality of managerial decision-making,
create new products and increase competitiveness” (Savelyev, 2015, p. 60). The author also quotes a brief
formulation created by the consulting company Forrester: “Big Data combines techniques and
technologies that extract meaning from data at the extreme limit of practicality” (Savelyev, 2015, p. 61).

Tolstova (2015) believes that Big Data is a technology that allows searching, forming, and
analyzing arrays big data arrays, both structured and unstructured. Protasov (2015) shares a similar
opinion. He points out that big data is a set of technologies designed to perform three operations: process
more data than usual; work with rapidly arriving data in large volumes, and work with structured and
poorly structured data parallelly in different aspects.

In her work, Guseva (2016) reflected the third approach to the definition. Based on the analysis of
domestic and foreign scientists’ works, derived the following concept: “Big Data is a complex concept
that combines: 1) the data itself (massive encoded information); 2) a set of technologies for working with
this data; 3) a new look, a new paradigm in data science” (p. 321)

The latter approach, in our opinion, seems to be more accurate because its consolidates the
previous methods and most fully reflects the content of Big Data.

So, in his work “The History of the concept of Big Data: dictionaries, scientific and business
periodicals,” Korneev (2018), referring to the research of Doug Laney for Meta Group made in 2001,
mentions the principal parameters of the three “V”: Volume, Velocity, Variety. In some works (Tsarkova
& Smolyanov, 2016; Xu et al., 2015), scholars add additional criteria: Veracity and Value. According to
these parameters, Big Data is characterized by the massive size of information, high speeds of data
collection and analysis, heterogeneity, and lack of structuring of accepted materials, together with the
specific value of reliable information and the cost justification of its processing. These are widely used in
foreign authors’ works, for example, Aryabhatta University Professor Kumar (2015), Yuan University
researchers (Chen et al., 2006), as well as other research works (Kasemsap, 2016; Picciotto, 2019).

One of the most significant gaps in Big Data is the lack of specific legislative norms. These apply
to both Russian and international legislation. The legislation of the USA, one of the most advanced states
in the field of digital technologies in the world, does not provide for the regulatory consolidation of the
term “Big Data” at the federal level. There is no single centralized approach to the protection of Big Data,

and there is no regulatory authority in this area.
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For the countries of the European Union, the Pan-European Regulation on Personal Data
Protection has been in effect since May 25, 2018. There is no separate regulation of Big Data in this
document. This category is not provided separately, but its is regulated by the norms intended for
personal data due to a specific approach. They are included in personal data due to the broad
interpretation of databases. The regulation also provides for the European Data Protection Council
creation, including the Personal Data Protection Inspector and the heads of the supervisory authorities of
each EU Member State. The norms of this document are Extraterritorial in nature, which allows other
states to use these norms when interacting with EU members and rely on them, forming their legislative
regulation of this area.

In Russian legislation, the term “Big Data” first appeared as a type of “end-to-end digital
technology” in the program “Digital Economy of the Russian Federation” (Rasporiazhenie..., 2017),
approved by the decree of the Government of the Russian Federation dated July 28, 2017. In the Order of
the Ministry of Education and Science of the Russian Federation dated 20.09.2017 No. R-603 “On
approval of the rules for organizing access to scientific and scientific-technical information in the Russian
Federation” Big Data is found in the title of section 4: “Access to databases of primary (factual) scientific
data, including “Big Data,” their processing and obtaining new knowledge” (Rasporiazhenie..., 2017).

The mentioned above documents only consider Big Data. Normative documents do not contain
definitions or any regulations governing them. The legislature sees Big Data as a new object of the legal
relation. Detailed legislation of this area will begin shortly. Now there are no distinctions between
databases and similar concepts of “big data arrays,” “large amounts of data,” “large user data,” and the
like in the subordinate regulations (Belaya et al., 2018).

Since at the moment, one of the system-forming laws for regulating areas related to Big Data is
Federal Law No. 152-FZ of 27.07.2006 “On Personal Data,” the question arises about the differentiation
of Big Data and Personal Data in Russian legislation. Since there is no legal definition of Big Data in
Russian legislation, several approaches to these concepts correlation have appeared in legal theory.

According to the first approach, Big Data are components of personal data (and there is no
boundary between them). During the accumulation of information from social sources, its is likely to
collect private information about a person that may constitute personal data. Rozhkova (2019) follows
this approach “Quite often in the literature, there are statements about the fine line or insufficient clarity
of the distinction between big data and personal data. There is no such boundary/distinction at all.”

The second approach consists of the significant differences between Big and personal Data, so
these are different concepts. Savelyev (2015) adheres to this approach. He claims that the capabilities of
BD technologies directly contradict the principles of personal data legislation, and we cannot apply these
norms to this area. After analyzing the principles of personal data protection and processing, he concluded
that Big Data is incompatible with:

= The principle of limiting the personal data processing to predetermined purposes (since its is

impossible to predict the purpose of using the information);

= The concept of informed, definite and conscious consent as the principal basis for legitimizing

the processing of personal data (the database cannot provide an exhaustive scope of methods
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and purposes of information processing, its will not be possible to interact individually with
organizations processing information, and the like);

= Depersonalization of information cannot guarantee anonymity. (There is too much volume for

depersonalization, and, in most cases, companies do not need a name to personalize a person).

In theory, there may be other logical and reasoned opinions. We can form the most suitable
approach after the issue of the ratio of Big and personal Data legislative settlement.

In addition to these significant gaps, there are several unresolved issues. So Big Data also comes
with some risks. As a result of using the database, information leaks are possible. Specialists cannot
guarantee the use of this information for other purposes and the security of user data. There is a risk of
processing inaccurate or erroneous information, which can lead to various consequences: starting from
annoying advertising, ending with incorrect diagnoses of a medical analytical program, or refusal to grant

a loan, and a citizen will not be able to find out about itst on his own.
7. Conclusion

Thus, Big Data is a new unique, and promising object of legal relations, which has a significant
number of advantages. The developed mechanisms for processing Big Data are essential for healthcare,
insurance, law enforcement, public administration, economic development, and many other areas. As you
can see, there is no single approach to BD issues in science. However, the number of opinions on this
topic is increasing every day; scholars are attempting to eliminate the existing theoretical gap and form
doctrinal answers to many questions.

The tasks assigned to the States to settle existing BD relations require an innovative approach to
the interpretation and application of legislation. There is no legal approach to Big Data in any country yet,
but work is underway on this. And we can assume that specialists will settle all unresolved issues soon.
As for the Russian legislation, its will have to carry out large-scale work in two directions. They are
streamlining the current legislation application and the creation of specialized norms for relations

connected to Big Data.
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