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Abstract 
 

In this study, the authors proposed a model of the educational ecosystem, reflecting current trends in digital 
transformation. The described model of the educational ecosystem includes the types of actors of the 
university ecosystem and the external environment. Biotic and abiotic interactions occurring in the physical 
and digital space are divided into symbiotic, competitive and parasitic ones. There are proposed the most 
promising technologies, software and services for the selected types of interactions. These technologies can 
contribute to the effective transition of universities to a higher level of digital transformation. The model 
of digital educational environment (DLE) architecture, based on a service-oriented approach (SOA) is 
proposed. The applied part of this article presents the results of assessing the actors’ readiness in educational 
process to use the DLE tools at present. We conducted the online survey to identify students' preferences 
and their self-assessment of working skills in a digital environment. The online testing made it possible to 
assess the ability for communication in a digital area, skills of making digital content, providing digital 
security, solving problems in a digital environment. As a result, we found out in which areas actors are 
most prepared for digital interaction. In the research is revealed whether there are “significant” gender 
differences, and whether the chosen “field of study” (technical, humanitarian, economic) affects the level 
of digital competencies.  
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1. Introduction 

The Digital transformation of the educational system is an essential part of building a digital 

economy and an ecosystem of innovations. The transformation is now associated with the digitalization of 

existing educational content, workflow and the provision of high-speed internet access opportunities to 

schools and universities. To ensure competitiveness, universities have to solve the urgent problem of the 

implementation of the smart-learning concept, and to achieve the 4-5 level of digital transformation 

(Fernández-Caramés & Fraga-Lamas, 2019; Kleiner, 2019; Richert et al., 2016). Development and 

maintenance of information technology and telecommunications infrastructure elements, applications and 

information technology procedures will facilitate the integration of higher education actors: research, 

educational, innovative, administrative departments of the university (Jeladze & Pata, 2018; Jeladze et al., 

2018; Ozdemir et al., 2018). 

2. Problem Statement 

The models of university governance and administration as well as learning strategies ought to 

change. At the same time, learners should be able to interact in “on-campus learning” and e-learning, to 

choose educational content based on individual needs. Relevant and full information on the services and 

support should be available to all actors, as well as technologies used for education. 

Relevant and full information on the services and support should be available to all actors, as well 

as technologies used for education. Digital technologies, especially on-line, make education available to a 

wider range of persons. Such technologies allow higher education actors (HEAs) to continue the learning 

process through quarantine, forced temporary migration and part-time employment. 

On the other hand, there are concerns about online education. For example, according to 

(BestColleges, 2019), 23% of American student respondents still doubt the quality of education and 

academic support of this form. Among the problems, 17% of the respondents note the lack of 

communication and interaction with professors and other students. 18% of them are not sure that potential 

employers will accept the results of e-learning as equally as with full-time education. 

The Russian study revealed that 36% of respondents have a negative attitude toward this form of 

education. As a weakness, they noted a lack of personal contact between learners and teachers, less 

efficiency and lack of control and motivation for learners. Limited opportunities for students to access 

technologies outside the university (for example, in (Davis, 2020) this problem was noted by 42.5% of 

respondents), a lack of time to master new technologies (ibid., 39.4%), few alternative MOOC and digitized 

programs are barriers to efficient digital learning.  

The reasons impeding the transition to digital solutions are: a large number of various technologies 

and gadgets used in working with students; the weak participation of external actors in the practical 

manual's development and their audit; the limited standards and technological support; the lack of statistics 

on the effectiveness of technological solutions in practice. 

If we evaluate the attitude to digital technologies in Russia, we can note that more than half of the 

population consider themselves poorly informed about modern technologies. The positive connotations are 

mainly associated with the introduction of “smart” technologies in various fields (NAFI, 2019). 
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The issues of setting educational goals and filling academic content and applied technologies are 

extremely important in conditions of total digitalization and a high level of uncertainty. We consider the 

concept of the ecosystem as the most relevant model for training specialists in the new digital economy 

(Adner, 2017; Falkner et al., 2018). The ecosystem of universities is defined as a complex of internal and 

external actors in the education environment, and all synchronous and asynchronous interactions 

(symbiotic, competitive and parasitic) between them occurring in the physical and digital space, and 

providing a quick response to external and internal changes (Dragunova et al., 2018). 

Interest in the topic of “ecosystem of universities” is rising. There are joint publications by 

researchers from different countries. Figures 01a&b show the results of a bibliometric analysis of 

publications indexed in the Web of Science Core Collection on this topic, reflecting the dynamics of the 

number of publications and citations from 2013 to 2019, and visualizing the distribution of publication 

numbers by country. 

 

 

  Number of citations, publications (WoS Core Collection), topic “ecosystem of universities”, 
2013-2019  

This study presents the architecture of the educational ecosystem, including its digital part, and 

describes the types of interaction between the main actors. 

3. Research Questions 

For the purpose of solving the research goal, the following research question was defined: 

 
 What types of biotic, abiotic components are typical to university ecosystems? 

 What DLE architecture can ensure the efficient interaction of biotic and abiotic components? 

  Are the HEAs ready to work in the ecosystem of the university, including DLE? 
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4. Purpose of the Study 

The purpose of this study is to assess the readiness of key actors of the higher education system in 

synchronous and asynchronouss interaction in the context of digitalization. 

5. Research Methods 

The study is based on the concept of ecosystem building. The bibliometric analysis presents the 

dynamics of interest in this topic. Online surveys and Internet-testing are used to determine the level of 

digital competencies of ecosystem actors. 

6. Findings 

6.1. Building an ecosystem model of the educational environment: types of actors and 

interaction 

The university ecosystem is subject to the requirements of flexibility, quick reaction to internal and 

external changes, maintaining a multitude of horizontal connections and communications, globality and the 

highest efficiency. The external contour of the university ecosystem is understood as a system of successful 

connections between the university and the business community. The multi-component internal 

environment includes an ecosystem for students, teachers and staff, as well as the administrative and 

managerial staff of the university. According to Põldoja (2016), the university ecosystem includes several 

levels of biotic and abiotic components (Table 01). 

 

Table 1.  Types of interactions in the university ecosystem 
Types Description of interactions 

B
io

tic
-  

B
io

tic
 

Symbiotic: conducting joint research (Zooniverse), events, communication with experts within 
professional communities, any other collective activity leading to the development of communication 
and self-organization competencies. Competitive: organizations, experts and students compete with 
each other within their “kind”. Parasitic: the appropriation of other people's intellectual result, self-

plagiarism. 

B
io

tic
-  

A
bi

ot
ic

 

Symbiotic: the implementation of collective projects, the creation of consortia and associations, 
international educational programs using e-learning (MIT Open CourseWare, Shodor), the 

organization of webinars, online conferences (Skype). Personnel search (Hays, Kellyservices), skills 
development services (Youtube, iTunes, TED). Competitive: automation of functions previously 

performed manually (CRM, Learning assessments system, recommender systems, BI and AI) leads to 
a reduction in the number of jobs. 

A
bi

ot
ic

- 
 B

io
tic

 

Symbiotic: actors can use technology platforms to host publicly accessible content (Udacity.com, 
BBC Learning English). The shared use of digital devices, software and technologies (RFID, Wi-FI, 

Bluetooth 5, Robots, Big data, Blockchain, Social Networks, IoT) allows creating complex socio-
technical systems, such as smart university and smart campus to introduce the successful experience to 

other universities.  Competitive: the need to connect various devices and protocols from different 
manufacturers leads to more complex infrastructure and its management (MDM, ESB, BYOD). 

Organizations that can build IT infrastructure more efficiently than others (EAP) gain an advantage.  
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A
bi

ot
ic

-  
A

bi
ot

ic
 

Symbiotic: various services are used together, providing each other with computing and hardware 
resources (Cloud and Edge Computing), data, creating a shared technological environment (MOOC-

platforms, BYOD, IoT, M2M applications). Competitive: applications of various developers compete 
with each other in terms of content quality, usability, reliability, payment method, etc. (Coursera, EdX, 
Apple Store, Google Play). Parasitic: distribution of unlicensed content, for example, through social 

networks and its replication using ICT tools. The complexity of managing multiple services 
(Cybersecurity). 

 
 The “Environment” level includes a description of an ecosystem context. These are external actors 

with which the university interacts in the physical and digital space (5G, IoT, Web2.0  Web4.0 e.t.c), 

conditions determining the goals of its development, the tools to achieve them. At this level, restrictions on 

ecosystem resources, membership in a particular group, and potential behaviour strategy are determined. 

For example, universities with high ranking positions can potentially rely on additional funding, which 

helps to develop their ecosystem by employing research specialists, opening new laboratories, and gaining 

access to unique databases and knowledge. These improvements will attract more able students from 

different levels of education and funding from other sources. Conclusively, there is a “crowding out” or 

“absorption” of weaker competitors in the ecosystem. Within an Environment, several ecosystems can 

coexist. However, they don't necessarily compete with each other. At the “Community” level, associations 

of educational organizations are formed (consortia of universities¸ networking). The beneficial forms of 

collaboration between universities and schools (contests, competitions, popular lectures, sports and 

athletics competitions), business (organization of internships, basic departments) are determined. A 

significant form of interaction is the “symbiosis” of students and trainees (expert and professional 

communities, platform owners and integrators, boards of trustees). At the “Habitat” level, there are 

particular architectural solutions for educational organizations that provide the ability to collect and analyze 

data on the educational process, development and relationship management (LMS, social networks, 

messengers). These systems should be appropriately integrated and configured to provide information for 

making effective management decisions (Advising system, Data warehouse and data mining) and obtain 

“useful mutations” to adapt to a changing environment. The “Niche” level includes various actors who 

interact with each other in the physical space, as well as using digital devices (BYOD), specialized 

applications and technologies (LMS, Assessment and Recommender systems, MDM, VDI), and broadband 

Internet (4G, 5G ). 

6.2. Digital learning Environment 

In the education domain the term digital learning ecosystem is usually cited to understand e-learning 

infrastructure and implementation of new learning tools. To realize the stated goals and interactions 

between actors, ecosystem components through pedagogical techniques, management practices and 

information technologies are combined into a Digital Learning Environment (DLE). Today, the 

development prospects of DLE are associated with service-oriented architecture (SOA). The Figure 02 

shows the typical components set that makes up the DLE of modern universities (Fernández-Caramés & 

Fraga-Lamas, 2019; Garzon & Acevedo, 2019; Grant, 2019; Huang et al., 2016).  
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  Standard DLE services of modern universities 

 
Modern universities that are willing to compete on a global scale have a dual-task. They have to 

train specialists who can successfully work in the digital environment and economy as well as provide 

students with modern digital services throughout the educational process, and identify how learners are 

ready to use them. The actual “hard, soft and digital” competences of students have to form as a result of 

the efficient functioning of the learning ecosystem. Digital competence is a combination of knowledge, 

skills and attitudes, through technology, to perform tasks, solve problems, communicate, manage 

information, collaborate create and share content effectively, appropriately, securely, critically, creatively, 

independently and ethically (Dragunova et al., 2018). Digital competence has 5 levels (spheres): 

information literacy; communication and collaboration; creation of digital content; digital security; and 

problem solving (Carretero et al., 2017).  
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6.3. Assessment of readiness of actors to interact in the ecosystem of the university, including 

DLE 

We tried to find out in which areas the actors are most prepared for digital interaction, whether there 

are “significant” gender differences, and also whether the chosen “field of study” affects the level of digital 

competencies. As a part of the study, we conducted an online survey identifying students' preferences and 

their self-assessment of digital work skills and online testing assessing digital content creation skills, digital 

security, problem-solving skills in a digital environment and the ability to communicate in a digital 

environment. 

Students of 1, 2 undergraduate courses in technical, social and economics participated in Internet-

testing. Characteristics of respondents: 58% – male, 42% – female; 60% - first-year students, 40% - second-

year students; educational domain: 60% – technical science; 24% – social science; 16% – economics. Table 

02 shows that the values of the “aspects of digital competencies” are slightly higher among respondents of 

“technical areas” and some of the values are close to the maximum for the “advanced” level. The 

respondents of the social science are more developed in “The ability to communicate in the digital 

environment” aspect than representatives of the economic direction, who tend to solve better problems in 

the digital environment. 

 

Table 2.  Results of online testing of students in various areas, full-time education “Level of digital 
competencies”: 4 aspects” a 

Areas of 
learning 

Indicator 

Indicators, level (description) 

Digital content 
skills Digital security 

Digital 
problem 

solving skills 

The ability to 
communicate in 

the digital 
environment 

Technical 
science 

Average 67 (Medium) 68 (Medium) 72 (Medium) 72 (Medium) 

Max 96 (Advanced) 93 (Advanced) 
100 

(Advanced) 96 (Advanced) 

Min 
33 (Below 
average) 

20 (Low) 
26 (Below 
average) 

36 (Below 
average) 

Social 
science 

Average 58 (Medium) 52 (Medium) 64 (Medium) 74 (High) 
Max 83 (High) 80 (High) 80 (High) 96 (Advanced) 

Min 
41 (Below 
average) 

26 (Below average) 
33 (Below 
average) 

54 (Medium) 

Economics 

Average 55 (Medium) 60 (Medium) 68 (Medium) 72 (Medium) 
Max 87 (High) 73 (High) 93(Advanced) 87 (High) 

Min 25 (Low) 33(Below average) 53 (Medium) 
39 (Below 
average) 

a Description of the levels: Advanced – 88-100; High –73-87; Medium –51-73; Below average –26-50; 
Low – 0-25 

 
There is a high percentage (45%) of social respondents with “below average” and “low” values in 

terms of “Digital security” and 30% of economists with “Digital content skills” problems (Table 03). There 

is reason to be concerned. This means that they cannot protect their personal data and digital rights, and 

create and promote quality content due to Netiquette. On average, female respondents have an 8% lower 
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result for digital competencies than males. The smallest gap (less than 5%) was found in “Digital content 

skills”.  

 
Table 3.  Percentage of respondents with the value of the aspects “below average” and “low”; 

“advanced” and “high” 

Areas of learning 

Percentage of respondents with the value of the aspects “below average” and “low” 
(“advanced” and “high”), % 

Digital content 
skills 

Digital security Digital problem 
solving skills 

The ability to 
communicate in 

the digital 
environment 

Technical 
science 9 (2) 1 (8) 1 (9) 1 (5) 

Social science 10 (0) 45 (0) 5 (0) 0 (5) 
Economics 31(0) 2 (30) 0 (8) 8 (0) 

 
The online survey involved first-year students – 39%, fourth-year students – 32%, graduate students 

– 13% and teachers – 16%. Based on the results, the following most frequent answers were identified:  

 
 The majority of students prefer smartphones as a digital device for learning and 

communication, while teachers prefer personal computers and laptops. 

 37% of students consider social networks to be the most popular source of information from 

new digital technologies; graduate students – blogs and specialized forums; teachers – digital 

media and social networks. 

 23% of respondents think that they can use specialized search tools and build search queries, 

77% of them in most cases can independently find the needed information on the global 

network. All categories frequently use search tools, text and voice chats, e-mail. 

 There are differences in the regularity of using blogs (45% of teachers do not use blogs and 

41% of first-year students regularly use blogs), video conference (44% of graduate students 

and 32% of teachers regularly use), computer games (first-year students frequently play – 25%) 

and Wiki – tools (33% of first-year students and graduate students use them, 40% of teachers 

almost do not use them). 

 All categories use mobile payments and order goods in online stores.  

 
Answers to questions about the most effective ways to improve digital competencies and present 

training materials (ease of perception) are rather interesting (Figure 03). 
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 Preferences of students in choosing ways to improve digital competencies and learning 
methods, percentage of the total number of respondents 

7. Conclusion 

Current transformational processes provide proactive universities with unique opportunities to 

create new services in a digital environment that will help students to get the required competencies, 

knowledge and abilities and ensure the realization of individual learning paths. A “new” generation of 

learners (Z Generation and Alfa Generation) has appeared, there is a globalization of competition “for the 

learner”, training programs are becoming interdisciplinary, and the system for evaluating learning results 

is changing. To efficiently take advantage of opportunities and challenges, the ecosystem and the digital 

learning environment of the university must provide the availability of “active learning classes” equipped 

with high-speed Internet, interactive whiteboards, projectors, portable equipment, VR gadgets; the fast 

integration of various systems or creation of new applications using the API from different systems; 

transition to cloud technologies and creation of Mixed Data Centers (local and cloud); developing own 

MOOC and access to OER; ensuring equal access to technology for users with various types of disabilities; 

accessibility of student data analysis technologies: trends in student behaviour and identification of factors 

affecting their loyalty to an educational institution, academic performance, personal growth, and 

satisfaction with various services introduced. 
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