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Abstract 

 

In the modern world, information technologies play an important role in all spheres of human life. With 

their development and distribution, the economies of many countries have changed significantly: a large 

number of economic and financial processes began to be carried out in electronic format. And with the 

advent of the Internet, the process of integrating the virtual world and the real has intensified. These 

innovations affect the Russian economy, which led to a number of threats that have arisen with the 

development of information technologies, without the elimination of which the country's economy could 

incur heavy losses and thereby lose competitiveness in the world market, which will also have a negative 

impact on the welfare of the country's population. However, the use of these technologies in the economy 

has not only disadvantages, but also advantages. So, thanks to the constantly modernizing information 

resources, a number of prospects are also opening up for the digital economy of Russia, which can help to 

normalize the situation in the country's economy and will contribute to its further improvement. That is 

why this article examines the threats and prospects for the development of the digital economy, as well as 

their impact on the welfare of the country.    
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1. Introduction 

At the end of the 20th century, mankind has embraced the process of globalization associated with 

the introduction of information technology. Since then, IT technologies have become the main resources in 

all general business processes. Every day they were introduced into various spheres of human life. And the 

economy is no exception. The use of contactless payments, the development of artificial intelligence, and 

production optimization are just a few examples of the digital economy. The use of information 

technologies in this area has contributed to the improvement of the quality of life of the population, as well 

as the increase in the efficiency of economic processes, which aroused considerable interest in the study 

and further use of the digital economy. That is why this topic is one of the most relevant today.  

 

2. Problem Statement 

During the study of such a phenomenon as the digital economy, the following tasks were put 

forward: 

1. Consider the threats that have arisen in the process of digitalization of the economy. 

2. Analyze the impact of threats on the country's economy and living standards of the population. 

3. Consider the prospects for the development of the digital economy. 

4. Analyze the effectiveness of the applied perspectives. 

5. Compare the impact of threats and prospects on the development of the digital economy. 

6. Draw conclusions based on the research conducted. 

 

3. Research Questions 

The article covers the following issues: 

1. What threats arise in the process of digitalization of the economy? 

2. How strongly do they affect the efficiency of economic processes? 

3. What are the prospects for the development of the digital economy? 

4. What impact do they have on the country's economy and the standard of living of the population? 

5. What is the dominant position: threats or prospects? 

6. Are the emerging prospects capable of neutralizing emerging threats and promoting the 

development of the digital economy? 

 

4. Purpose of the Study 

This work is built on the principle of studying the impact of certain characteristics on the digital 

economy of Russia. One of these characteristics are threats that must be identified during the disclosure of 

the topic. This, in turn, contributes to the identification of problem areas of the country's digital economy. 

Another characteristic is the prospects for the development of the digital economy. They are conditioned 

by the possibilities of effective use of certain information resources in the future. This leads to the 

development of the digital economy, improving the way it operates and eliminating emerging threats. 
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Therefore, the purpose of this work is to study the impact of threats and prospects on the country's digital 

economy, as well as to study their interaction with each other. 

 

5. Research Methods 

The main research method is the theoretical analysis of data presented in the specialized literature. 

It consists in finding and studying various sources of information. When disclosing the topic, about 50 

literary sources of domestic and foreign authors were studied. The main ones are given in the list of used 

literature. Also, in the course of the study, quantitative methods were used, namely, the methods of 

mathematical statistics generally accepted in the practice of such studies. They are expressed in the form 

of statistical data, on the basis of which a research graph of the dynamics of cybercrime in Russia was built. 

All statistics were taken from official sources, which are listed in the bibliography. Thus, the integration of 

these methods made it possible to most fully reflect the problem under study. 

   

6. Findings 

Despite the great interest in digitalization in the economic sphere, a number of threats emerge from 

the start of the use of IT technologies. One such threat is the increase in cybercrime, the rise of which can 

be seen in Figure 1. Due to the digitalization of many processes, the risk of obtaining confidential 

information by fraudsters increases, that is, the data of bank cards, financial transactions, and corporate data 

are at risk. In addition, cases of extortion, espionage, and cryptojacking have become more frequent 

(Golovinov & Pogorelov, 2016). 

 

 

Figure 1. Dynamics of cybercrimes in Russia for the period 2013-2020 

Source: authors. 

 

According to the graph above, you can see that the number of cybercrimes is growing every year. 

In addition, in the first quarter of 2020, their number increased by 83.9 % compared to 2019 over the same 

period. And if in 2019 the losses of the economy amounted to 2.5 trillion rubles, then in 2020 they will 

amount to 3.5 trillion rubles, it is also noted that if growth continues, then losses in 2021 could reach 7 

trillion rubles (Rosbalt, 2020). 
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Another important threat is the vulnerability of the information system of the digital infrastructure, 

which is expressed in malfunctions associated with the operation of IT technologies. These include 

problems with contactless payments, various failures in electronic queue systems, and blackouts. In 

addition, there is a decrease in the country's economic and technological security, which is caused by an 

increase in technological dependence on foreign suppliers, which also makes Russia a catching-up country 

and deprives of prospects for innovative development, thereby reducing its competitiveness in the world 

market (Matthess & Kunkel, 2020). 

In addition, environmental problems are aggravated. A large amount of "e-waste" is produced 

annually, as the technology quickly becomes obsolete, which leads to problems with its disposal. And with 

the development of the digital economy, this problem is only getting worse (Volkova et al., 2019). 

I would also like to note such a threat as the eradication of certain types of professions that have 

become unclaimed as a result of the automation of their work processes, which also affected the country's 

unemployment rate (Grigoli et al., 2020). Thus, the threats arising against the background of the 

development of the digital economy can have a serious impact on the national security of the country and 

the standard of living of the population. However, despite all the threats, one should not forget about the 

opening prospects from the use of the digital economy. These prospects include strengthening information 

security. It is planned to develop solutions that will protect the basic elements of the IT infrastructure from 

various threats. For this, interaction will be established between national and research companies, as well 

as financial institutions. 

In 2019, Russia took 12th place in the cybersecurity rating, however, with the introduction of 

promising solutions, it plans to reach a new level and take 10th place in 2020, and already in 2025 - 8th 

place (TASS, 2017). Digital health is also a promising area, the development of which can significantly 

improve the quality of medical services. It is assumed that in the near future most medical institutions will 

be equipped with elements of digital health care ecosystems, in addition, it is planned to develop intelligent 

systems for making medical decisions based on information received from patients, which will significantly 

speed up the process of providing medical services (Lowery, 2020). 

Another promising area is the development of blockchain technologies, the Internet of things and 

big data. Thus, blockchain allows to reduce the number of online frauds and thereby contributes to an 

increase in transactions related to the lease and purchase and sale of real estate in an electronic format 

(Lohmer & Lasch, 2020). According to forecasts, by 2022, the share of these transactions should increase 

to 50 % of the total volume (TASS, 2017). 

As for the Internet of things, it can be used to predict the occurrence of various breakdowns in the 

industry, which will significantly reduce the cost of equipment repairs and maximize the profit of 

enterprises. And on the basis of the use of big data, large arrays of non-grouped data are processed, thereby 

providing the ability to build the opening hours of various institutions, as well as the movement of public 

transport. No less promising areas are also research and development of digital platforms that will allow 

educational institutions to train specialists in the field of digital technologies, as well as, due to their 

availability for all citizens and organizations, will contribute to the improvement of skills and retraining of 

workers, thereby reducing the possible increase in the unemployment rate. 

http://dx.doi.org/
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Based on the threats that were considered, it can be seen that cybercrimes, which are growing every 

year, have the greatest impact on the country's digital economy. In the last three years alone, the growth 

rate of cybercrimes has been over 50 % annually. This trend negatively affects the country's budget, 

increasing its financial losses. In addition, due to this, the confidence of a part of the population in the 

implementation of economic transactions in electronic format is reduced, which calls into question the very 

existence of the digital economy in Russia and makes it a less competitive country in comparison with 

foreign countries where the level of use of information technologies in the economy is quite high. In 

addition, it is necessary to note the threat of an increase in the unemployment rate, which may increase 

significantly with the further digitalization process, replacing many production processes with automated 

systems. 

However, attention should be paid to the considered prospects of the digital economy. Thus, one of 

the main prospects is to strengthen information security, the implementation of which will allow people to 

safely carry out economic transactions using IT technologies and will contribute to the advancement of 

Russia in the rating of the Global Cybersecurity Index. The prospects of the digital economy also open up 

new directions, such as blockchain, big data, the Internet of things, which ensure the processing of big data 

in a short time, make production processes more efficient and contribute to the improvement of economic 

and financial transactions, making the digital economy one of the most demanded directions for the 

development of digitalization. In addition, with the development of information processes, new types of 

professions are opening up, which help to reduce the unemployment rate in the country, providing the labor 

market with new jobs.   

 

7. Conclusion 

In the course of this study, the main directions of research activities in the field of digitalization of 

the economic space of Russia were established. These include: 

- directing significant efforts to reduce cybercrime; 

- ensuring a level of competition in the digital economy comparable to foreign countries; 

- limiting the growth of the unemployment rate; 

- development of new directions in the digital economy; 

- an increase in the number of digital educational platforms that facilitate the development of new 

professions. 

Naturally, within the framework of this research work, it is impossible to give an accurate 

assessment of the use of the emerging prospects, because they are at the initial stage of formation. However, 

we examined a sufficient amount of data that allowed us to predict the effectiveness of the implementation 

of certain prospects and determine their possible impact on the country's digital economy. The further 

research process can be based on the search for ways to eliminate the emerging threats, as well as a detailed 

study of prospects and the development on their basis of a plan for the further implementation of the digital 

economy in people's livelihoods, which will embody the best features of the emerging prospects and will 

contribute to the elimination of problem areas that have arisen in the initial stage of introducing the digital 

economy. The study made it possible to summarize: the threats and risks that arise in the process of 

introducing the digital economy into various spheres of human life cannot but cause negative consequences. 
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However, with the development of IT technologies, the digital economy also opens up various prospects, 

which are aimed not only at the further process of modernizing economic processes, but also at eliminating 

the threats arising from digitalization, therefore, every year the digital economy is rapidly gaining 

momentum, increasing the competitiveness of the country's economy and the well-being of the population 

in general. 
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