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Abstract

This paper aims to propose a conceptual framework for investigating the impact of Socio-economic Breach
Contingency Factors (BCFs) on banking sector’s systematic risk. The study adopts an event study
methodology comprising 200 global incidents of Information Security (IS) breaches occurring in listed
banks. The Socio-economic BCFs will be proxied by (1) Cyber Crime Fear in a Country and (2) Information
& Communication Technology (ICT) Penetration in a Country. The proposed framework aims to validate
the nexus of socio-economic factors and systematic risk through which shareholders and bank managers
can assess the risk of possible market value losses at the incident of IS breach in the banking sector.
Considering the scenario of IS breach, this paper will make a significant contribution to the theory of
efficient market hypothesis by way of extension and integration of theories. EMH under the context of IS
breach has been limited by the BCFs of attack type, firm type, and industry type.
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1. Introduction

Cybercrime today is a global risk, as it costs the global economy and business more than $500 billion
annually (McAfee, 2018). Apart from the tangible financial losses suffered by business, incidents of
cybercrime or IS breaches can also harm the firm’s reputation and brand value. Therefore, various studies
have examined the impact of IS breaches on the market value (MV) of the breached firms. Most of them
concluded a negative impact on stock prices, especially when the breached firm is from the banking sector.
In view of, the contagion effect especially within the banking sector, very few studies have examined the
impact of IS breach announcements by a bank on the Banking Sectors’ Systematic Risk (B_(Banking
Sector)) and especially the role of socio-economic breach contingency factors (BCFs) in explaining a
change in systematic risk.

With the evolution of Internet of Things (1oT) and Industrial Revolution (IR4.0), there are many,
who rejoices the progressively connected world, but others have shown serious concerns with the enormous
risks linked with all that virtual data, an ideal target for cybercrime. According to Global Risks Perception
Report (GRPR) by the World Economic Forum (WEF) (2018), incidents of IS breach in the form of cyber-
attacks are among the most prominent threats globally. Global Losses from IS breach incidents have taken
a high rise from $445 billion to $600 billion during 2014-2018 (McAfee, 2018). The pain from these
incidents is most frequently felt by the financial sector with tangible losses (labor, material, and services)
ranges from $2.8 million to $6 million on each breach (Ponemon Institute, 2018). While intangible costs
are difficult to estimate, such as loss of trust, reputation, and confidence by business stakeholders for future
transactions. Underpinned by the Efficient Market Hypothesis in its semi-strong form (Fama, 1991; Fama
et al., 1969; Malkiel & Fama, 1970) researches have tried to examine the impact of IS breach
announcements on stock prices for effected firms (Berkman et al., 2018; Bianchi & Tosun, 2018; Campbell
et al., 2003; Cavusoglu et al., 2004; Ettredge & Richardson, 2001; Hovav & D’Arcy, 2004; Kannan et al.,
2007; Malhotra & Kubowicz Malhotra, 2011; Pirounias et al., 2014; Sangvinatsos, 2017; Sinanaj &
Muntermann, 2013; Smith et al., 2018; Tweneboah-Kodua et al., 2018). Most of these studies have
concluded a negative impact on stock price by considering the effect of un-systematic risk factors
surrounding the breach such as factors specific to that type of attack (Arcuri et al., 2017; Bose & Leung,
2014; Hovav & D’Arcy, 2003), type of firm (Cavusoglu et al., 2004; Goel & Shawky, 2009; Rosati et al.,
2017) and type of industry (Pirounias et al., 2014; Yayla & Hu, 2011) as shown in Figure 01.

IS Breach Y
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Source: Author
Figure 01. 1S Breach Contingency Factors as described in Literature
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The conceptual framework presented in this paper is based on one of the most fragile sectors, i.e.,
the banking sector, the performance of which is always associated with economic events (Dosi et al., 2015;
Ghosh, 2016; Korkmaz, 2015). In addition to its higher vulnerability to IS breach losses, it is a sector, which
has the most rapid spill over effect for a piece of news (Fiordelisi et al., 2013). Due to brisk information
transfer effect in banking, incident at one bank can affect the performance and risk indicators of other banks
as well (Dreyer et al., 2018). In the event of an unexpected negative event like 1S breach announcement by
a listed bank will not only influence its unsystematic risk by way of their stock losses but also their
systematic risk, i.e., Beta. Due to its spill over and contagion effect of IS, especially within the banking
sector (Mee & Schuermann, 2018), the systematic risk of the overall banking sector might get influenced.
However, most of the past studies have limited examination on the impact of IS breach announcement on
the sector-wide systematic risk, especially in banking. Also, limited exposure has been given on the BCFs
from Socio-economy that can cause an influence on sector-wide systematic risk. Socio-economic factors
play its part while causing a change in the level of influence to systematic risk (Chakraborty & Das, 2018;
Mileti¢, 2009). In the light of IS breach contingency, we are proposing two socio-economic factors such as
Fear of Cyber Crime and the level of ICT penetration. Based on theories of economic crime and investor
protection theory, these socio-economic factors can explain the change in the banking sector’s systematic
risk.

Contrary to the arguments presented above, most of the prior studies examined the effect of IS breach
events for the US stock markets by considering the unsystematic risk factors of a firm (Bose & Leung,
2014; Cavusoglu et al., 2004; Hovav et al., 2017). Therefore, this study, at one end, will extend its
dimension by examining the impact of IS breach announcement on the banking sectors’ systematic risk.
Secondly, by extending the BCFs to socio-economy. Thirdly, by having a broader sample of firms, even
outside the United States allow future studies to have an international evaluation of stock markets based on
macro or socio-economic indicators. This study proposes the following two socioeconomic indicators of a
country be annexed within the BCF (1) Cyber Crime Fear (2) Information & Communication Technology
Penetration. Fourthly, by concentrating on the banking sector, this paper makes a new contribution to a
wide range of persuasive works (Acharya & Yorulmazer, 2008; Al-Sukkar, 2005; Fiordelisi & Marques-
Ibanez, 2013) in the banking sector.

The rest of the paper continues in the following way. In Section 2, 3 & 4, problem statement, research
questions, and purpose of the study are presented respectively. Section 5 will cover the research
methodology along with the conceptual framework, research hypothesis, and has been designed. Whereas,

section 6 will shed light on the theoretical and practical contribution to this study.

2. Problem Statement

The announcements of IS breach by a listed bank a has a contagion effect and can augment the
banking sector’s systematic risk by 1% to 5% (Hinz et al., 2015; Pelletier, 2017). Consequently, the level
of augmentation in banking sector’s systematic risk is explained by the prevalent socio-economic factors

of breach contingency of that country such as (1) Fear of Cyber Crime and (2) ICT Penetration.
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3. Research Questions

1. Does the IS breach announcement by a listed Bank augments banking sector’s systematic risk?
2. How does the change in the sector’s systematic risk after an announcement of IS breach is

explained by the Socio-economic factors?

4. Purpose of the Study

This paper aims at developing a conceptual framework for the impact of IS breach announcements
on the systematic risk of the banking sector. Moreover, a secondary purpose is to examine the role of socio-
economic factors in influencing the change in systematic risk after an announcement of IS breach by Banks.
The study was meant to contribute to ongoing research regarding the nature and extent of the statistical
relationships between the firm’s risk premium, and the systematic risk for firms after the event of IS breach.
By characterizing the variation in socio-economic factors, this study also partially assesses the risk and the

need for information security regulation and meta-regulation in the banking sector for different countries.

5. Research Methods

5.1. Hypothesis Development
a) 1S Breach Announcement and Changes in Sector-wide Systematic Risk

To achieve the first objective of this study, the respective hypothesis will examine the impact of
IS breach announcement by one Bank on the systematic risk of the Banking sector. Therefore, H1

will be formulated as:
HI: Announcement of IS Breach by a Bank will augment the Banking sector’s systematic risk.

b) Breach Contingency Factors and Changes in Systematic Risk

In line with the second objective, i.e., to evaluate the impact of contingency factors of socio-
economy, i.e. (1) Cyber Crime Fear (2) ICT Penetration in explaining the change in systematic risk of the

Banking sector, H2 will be formulated as:

H2: After an announcement of IS breach, changes in banking sector’s systematic risk will be

influenced by the socio-economic factors of a country.

The level of cybercrime fear in society will also affect the risk perception for shareholders of a
breached firm. In studies from socio-psychology, a higher level of crime fear triggers less societal
protection and augments concern about the social and moral disorder (Hummelsheim et al., 2010; Vieno et
al., 2013) and slumps the overall level of trust in the society (Pickett & Wilkinson, 2009). Thus, pumps up
the frustration and violence in the general population and shoot up the crime rate and thus, crime fear. The
increased crime fear can affect the behavior and psychology of the whole society in general (Hale, 1996;

Lane, 2014). Therefore, the chaotic behavior triggered by criminal incidents will influence the financial
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markets as well because investors perceive more risk and thus expect higher returns (Camerer et al., 1989;
Ellsberg, 1961; Tversky et al., 1990). Aforesaid, level of crime, fear differentiate between different
countries (Lancee & Van de Werfhorst, 2012; Paskov & Dewilde, 2012). Growing incidents of IS breaches
in a country will trigger a higher level of crime fear and investor’s risk premium not only for the breached
firm but for the whole banking industry. Therefore, influenced systematic risk triggered through the
announcement of IS breach will be higher for breached banks in countries with a higher level of cyber-

crime fear. Backed by the economic theory of crime, H2 will be broken down into:

H2A: After an announcement of IS breach, changes in banking sector’s systematic risk will be

greater for Breached Banks in countries with higher cyber-crime fear.

¢) ICT Penetration and Changes in Systematic Risk

A higher level of ICT penetration leads to easy and quick access of information to investors, and
thus, stock prices of breached firms might behave immediately in the event of IS breach announcement.
ICT has played its role in reducing the information asymmetries in financial markets at different countries
(Liang & Guo, 2015; Srivastava, 2011) mainly due to the eradication of transitionary or brokerage cost.
Moreover, the significant positive impact was found between ICT penetration and stock market
development and thus giving rise to the free flow of data (Aral & Weill, 2007; Lechman & Marszk, 2015;
Perez, 2011; Shamim, 2007; Singh, 1997). Backed by the Investor Protection Theory, variant level of ICT
penetration will also affect the overall sensitivity of stock prices and systematic risk factors. So, an
announcement of IS breach of the same type in different countries might lead to a different level of market
responses in different countries i.e. different behaviour of market efficiency. Thus, a higher level of ICT
penetration advocates higher contagion effect, especially with respect to the banking sector. Consequently,
the change in systematic risk in higher ICT penetration countries will be more sensitive to the medium or
low ICT penetration countries at the event of IS breach. As a result, the investors in low ICT penetration
countries might not react immediately after an announcement of an Internet security breach by a firm. Based

on these grounds, this study proposes the next hypothesis as:

H2B: After an announcement of IS breach, changes in banking sector’s systematic risk will be

quicker for Breached Banks in countries with higher ICT Penetration.

Based on the hypothesis formulated, Socio-economic factors of breach contingency will influence
the banking sector’s systematic risk after an event of IS breach. In line with the objective of this paper and
the hypothesis formulated, BCFs are conceptualized here according to the dimensions of socio-economy.
Controlling for other BCFs, i.e., breach type, firm type, and industry type, Figure 3 presents a conceptual
framework for this paper.

In this framework, it is demonstrated that an independent variable, i.e., BCFs will influence the
dependent variable i.e., banking sector’s systematic risk. BCFs are elaborated through two market’s
information asymmetries. It is hypothesized that crime fear in a country and the ICT penetration as Socio-

Economy Breach Contingency Factors can influence the systematic risk of the banking sector.
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5.2. Methodology

To study the special influence of a range of incidents, from corporate purchases to joint venture
establishment to CEO progressions the method of ‘event study’ has been engaged comprehensively in the
accounting, finance and information security literature (Bose & Leung, 2013; Cavusoglu etal., 2004; Hovav
et al., 2017; Kannan et al., 2007; Rosati et al., 2017; Smith et al., 2018; Tweneboah-Kodua et al., 2018;
Yayla & Hu, 2011). This statistical practise advocates that an unanticipated event is probable to influence
(increase or decrease) the script price resulting an abnormal returns on script prices (MacKinlay, 1997).

The assessment of returns as normal or abnormal is done by comparing the price returns which
would have been obtained if there was an event or announcement. Such returns are compared with the
actual returns which is actually obtained after an event. If the change is positive, then the effect of the
incident to the script price is assumed positive and ceteris peri bus. Lastly, repressors in the framework are
used to evaluate the normal return embodies the estimation model (Boehmer et al., 1991; Konchitchki &
O’Leary, 2011). Similarly, changes in systematic risk, i.e., Beta will be computed accordingly as
demonstrated by (Hinz et al., 2015) for IS breach announcements by consumer electronics firms.

; IS Breach
1S Breach Contingency Factors (BCFs) Announcement

Cyber Crime

2A
Fear : Change in
1 Sector
1

1

1

1

1

1

1

1
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" I / Risk
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1

1

1

1

1

. Control Variables
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Figure 02. Conceptual Framework

Following the footsteps of IS literature using event study, judgmental sampling is recommended for
empirical examination of this framework (Brown & Warner, 1985; Cavusoglu et al., 2004; Corrado, 2011,
Konchitchki & O’Leary, 2011; MacKinlay, 1997). Data for breach events will be gathered from secondary
sources such as Privacy Rights Clearing House, Lexis/Nexis Database, Factiva, Milermiles, Data loss DB
(Bose & Leung, 2014; Cavusoglu et al., 2004; Gatzlaff & McCullough, 2010; Modi et al., 2015; Yayla &
Hu, 2011). After further shortlisting of breached firms to listed corporations, the last stage involves tracing
of an element of confounding events around the breach date (MacKinlay, 1997). It is usually done to have
the stock price independent of those events such as announcements of dividends, mergers, acquisitions,

lawsuits, damages, earnings or changes in key executives, etc.

5.2.1. Sector-wide systematic risk (Ap, “DELTAs”)
Defined as Ap = A(post) — a(pre), where A(post) and A(pre) each represent the average slope of

200 regressions each examining 120 days of returns.
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_ Cov(R; Ry)
'~ VarR,

Where, Ri = return of the sector, Rm = market index return). The 200 regressions consist of
calculations for [d-120...d-10] (pre) and [d+10...d+120] (post) the breach event, where d = the date of the
breach itself. After very thorough filtering from these data sources, as mentioned above, the systematic risk
for 200 breach events within the banking sector will be examined. Literature has witnessed various sample
sizes to test the effect of BCFs on stock returns. Such as (Cavusoglu et al., 2004) 37 firms, 79 firms
(Acquisti et al., 2006), 123 firms by (Yayla & Hu, 2011), 125 firms by (Pirounias et al., 2014), 226 by
(Arcuri et al., 2017), 306 (Morse et al., 2011). A time interval of 2011 to 2018 will be used as this period
has witnessed a sudden rise in internet crime (Baker & Lewis, 2013; McAfee, 2018; Ponemon Institute,
2018; Wueest, 2014).

The wave of cybercrime in society will function the measurement for cybercrime fear. As if, the
increasing incidents of crime will augment the crime fear in society (Chiricos et al., 1997; Jackson & Gray,
2009; Zhao et al., 2015). Therefore, the growing environment of cybercrime events will also affect the
overall trust and confidence of users thereby triggering the level of cybercrime fear (Baker & Lewis, 2013;
Saini et al., 2012). Thus, it is proposed that cybercrime fear can be measured by the yearly percentage
change in cybercrime incidents in a country.

Whereas ICT penetration will be measured by the number of internet users among every 100 unit of
population (Asongu et al., 2016). As with higher level of ICT penetration, there will be reduced information
asymmetry which will benefit the investors to have easy access to information changes in the market (Aral
& Weill, 2007; Lechman & Marszk, 2015; Perez, 2011; Shamim, 2007; Singh, 1997). Whereas, the
endogenous construct, i.e., sector systematic risk, will be measured by a change in Sector Beta of Banking
B_Sector. In the light of operationalization of variables, Figure 3 presents the Path Diagram for the proposed

conceptual framework.

Breach
Contingency i IsBreach
sEssEEssEEEEEEEEEE Announcement
% ACyber .
Crime :| Cyber Crime |
Inridante : Fear . f‘
H B \4
E H Change in Sector
: : Systematic Risk (a Bsector)
Internet E .
Users/ : ICT .
100 people :| Penetration | :
: : Control Variables

! e Breach Specific Factors

Variables Factors e Firm Specific Factors
e Industry Specific Factors

Figure 03. Path Diagram of Conceptual Research Framework
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6. Contribution
6.1. Theoretical Contribution

Considering the scenario of IS breach, this paper will make a significant contribution to the theory
of efficient market hypothesis by way of extension and integration of theories. EMH under the context of
IS breach has been limited by the BCFs of attack type, firm type, and industry type. However, this study
advocates that socio-economic factors prevalent in society will further explain the change in stock market
behaviour after an announcement of IS breach. Moreover, a noteworthy extension is also expected to the
theory of crime fear. The theory postulates that a higher crime fear gives rise to proactive precautionary
planning among society’s individuals. In this regard, this paper proposes to extend this theory to the
uncertain environment of a stock market. This research argues that the level of crime fear and precautionary
planning will affect the investor’s confidence and thus, the systematic risk of sector. This is the pioneer and
widespread research which can gauge the effect of IS breach incidents on the systematic risk of banking
firms, globally. In addition to increasing the scope of the study to firms outside the United States, the study
has mainly opened a new dimension of Socio-Economic Factors within BCFs. Thus, providing a significant

extension to the theory of efficient markets.

6.2. Practical Contribution

This study aims to help investors to assess the risk of their investments when their funds are in the
banking sector for different stock markets. By considering the systematic risk factors from socio-economy,
investors can assess and minimize their possible losses at the event of IS breach. As per finance literature,
banks cannot minimize the systematic risk but can plan IS investments along with the designing of

appropriate security protocols and measures in their information systems.

6.3. Limitation of the Study and Future Direction

The study only covers the breach announcement by listed banks only. In most of the countries, cyber
security laws and reporting requirements are very much at the early stage. For instance, reporting of an IS
breach incidents is mandatory in the United States only. Whereas most of the IS breaches within Banks and
with other firms go unnoticed or was announced by non-listed firms. Thus, the lack of sufficient data been
the major limitation of this study.

Future studies in this area can be conducted by incorporating other systematic risk factors which can
be theorized with the IS breach contingency. Furthermore, the role of systematic risk factors of socio-
economy can also be examined directly with the stock losses of the breached firm through some moderation

or mediation.

7. Conclusion

Incidents of IS breaches are gravely aching the businesses and economies around the world. This
paper presents a conceptual framework that scrutinizes the influence of IS breach announcement on the

banking sector’s systematic risk. Studies in the past albeit showed evidence that IS breach announcements
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can cause a significant negative influence on the share prices of breached firms. However, limited light has
been shed on the impact of such IS breach announcement on the systematic risk of a sector such as banking.
However, most of the studies are limited as they have examined the BCF of firms from the USA. Based on
socio-economic factors, this paper has introduced a conceptual framework which can assess the sector’s
systematic risk after the event of IS breach.

The proposed conceptual framework aims to help investors at the international level to avoid the
risk of abnormal stock losses in the event of a breach. Secondly, this study also intends to help the credit
rating agencies, lenders and especially the insurance firms to evaluate the degree of cyber risk involved in
a firm of a country which will aid them while fixing their premium.

From the firm’s point of view, this study proposes to assist firms in harmonizing the monitoring expenses
with the paybacks of improved security. A sector’s systematic risk will affect the overall market value or
net worth of a firm in the eyes of investors. The worth of a firm can be influenced by various factors which
also include the risk management methods being adopted by a firm (Shad et al., 2019; Woon et al., 2011).
Therefore, cyber security regulators in a country are required to frame policies and necessary reporting

requirements for firms which can help to boost up the confidence of shareholders.
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