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Abstract

Smart technologies of cryptocurrency, blockchain and smart contract require reflection in the context of
philosophical and legal issues. The legal literature on this subject is currently quite extensive, both abroad
and in Russia. However, the main focus of the overwhelming majority of publications is a simple
description and further understanding of the device of these technologies, the order of their
implementation, development and operation. First, we believe that the question of the essence of these
technologies and their correlation and mutual influence with traditional institutions is not quite clear. As a
rule, the works simply postulate the legal nature of the studied technologies. However, all nation-states
have the problem of regulating these regulatory technologies themselves, which are autonomous
information and telecommunication systems that do not require a state to operate. This delicate
circumstance may shake the official definition of the right, postulating a connection with the state as a
binding attribute of the right and providing positive evidence of the possible existence of the right before
the state and beyond its borders. In its essence, these digital technologies contain claims to the status of a
normative regulator of relations between participants, similar to traditional institutions of the state and
law. In this article the authors conclude that these technologies will exist in parallel with traditional state
and legal institutions, freeing up a significant part of legal relations from the state. The paper provides
preliminary observations on these complex issues, inviting further reflection by the scientific community.
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1. Introduction

According to historical materialism, the development of productive forces causes changes in all
aspects of social life. First of all, property relations are changed. New social groups, new forms of
political power, worldviews and cultures emerge from them, and all superstructure phenomena change. In
modern language, productive forces are technologies.

In other words, the first part of Marx's law looks like this: the whole system of social relations
corresponds to the nature, level and needs of technology development. However, the establishment of this
correspondence does not happen overnight or painlessly, as does any growth accompanied by kickbacks,
recession, and resistance from "old" social institutions to change.

The second part of the sociological law describes this process of transition to a new state of social
balance: social relations produce an active reverse effect on technology. The individuals and social groups
that have spawned the new technologies and their users, like the engine, are accelerating their adoption
and the accompanying changes in social institutions. The other part of humanity keeps to the "old" forms
of social interaction, due to their conservatism and reactionary nature, and slows down their development.
Recently, the state and law have faced completely new phenomena that have stalled not only practical
legal regulation but also theorists. We are talking about digital algorithms for cryptocurrencies,
blockchain, and smart contracts (Artemyev, 2018; Malushko et al., 2016; Tarakanov et al., 2019). These
technologies are interconnected, so there is reason to consider their interaction with the law in the same
way.

The specific feature of these technologies is that they are regulators of participants' relationships in

themselves, but they are built on a fundamentally different basis than traditional legal regulation.

2. Problem Statement

Traditional legal regulation has a high degree of centralization, with a state as a privileged
intermediary and the possibility of coercive measures to restore and protect the rights of participants in
legal relations. So, the algorithm of the traditional structure of the legal norm consists of three links “if-
then-otherwise”, where the state plays a monopolistic role in actualization, formalization and
objectification of its entire content.

On the contrary, the above-mentioned new technologies imply self-organization and autonomy of
processes, as well as complete decentralization of regulation, i.e. independence from the external
regulator, replacing the state and other social institutions (banks, lawyers, notaries, auditors, etc.) as
intermediaries with mutually agreed actions in the framework programmed by the digital environment.

Cryptocurrencies exist in the virtual space and are independent from the banking system and any
administrative and bureaucratic procedures. It is impossible to falsify them, and they are not afraid of
inflation due to limited emission. They are protected by cryptographic methods, secured by market
demand, mining complexity and equipment to keep the network running.

Blockchain is a distributed ledger technology, an accounting database capable of providing secure

storage and exchange of almost any information (from accounting data and records of property rights to
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issued insurance and counting votes), including about transactions, without any external intermediary and
centralized leadership.

A smart contract is a digital algorithm containing information about obligations between parties
that do not trust each other, including the execution protocol, located at a specific address in the
blockchain and the execution of which results in recordering information that leads to a change in its
state. It consists of “if~then...” conditions based on consensus.

In this sense, technological algorithms are an effective and dangerous competitor to state and legal
institutions.

In particular, cryptocurrencies, as private digital money, create parallel money circulation that is
cross-border in nature and beyond the control of not only "their" state but also other states. Virtual
currencies are based on anonymous transactions and therefore allow evading taxation, moving goods
without accounting, including those limited in circulation, financing various projects, initiatives and
social processes that may, inter alia, be prohibited by the legal systems of specific states or politically
undesirable.

Blockchain and smart contract technology technically accompanies the distribution of
cryptocurrencies through the initial placement of digital tokens (ICO) from anywhere in the world with
real money, without any control or involvement of authorities. Besides, in the Russian legal environment,
according to optimistic (perhaps excessive) estimates of specialists (Lizunkov et al., 2020), the potential
sphere of application of these technologies can replace up to a quarter of the articles of the Civil Code of
the Russian Federation, i.e. to function completely independently of legal regulation in property and value
relations.

On the background of these statements, it becomes quite obvious that there are actual changes in
property relations caused by these technologies. Moreover, if we expand this list of information
technologies by interconnected modern means of communication and general computerization, and
automation of practically all spheres of society from economy and everyday life to art and education, the
effect of the basic sociological law becomes even more evident and decisive.

Changes in property relations lead to the formation of a new dominant class consisting of
companies and their founders producing software and Internet access, which generates a gradual but
increasingly obvious weakening of the regulatory and powerful influence of traditional state and legal
institutions and the increasing role of transnational companies. New forms of political power are
beginning to take shape as supranational organizations that have no interest in strong nation states and
seek to dismantle them consistently, as well as blurring the formed borders between countries, just as
these borders have actually been erased in virtual space.

The centralization of power now takes place on a global scale in the hands of political
supranational organizations with cross-border jurisdiction, whether conscious or unconscious, expressing
the interests of the new dominant class of technocrats, as these processes are objective. Globalization is
alien to local multiculturalism, despite the slowing outbursts of national consciousness and the lack of
cultural mixing noted by many observers. Resistance and recession as a manifestation of the active
backward impact of "old" social relations are foreseeable and are likely to weaken along with the gradual

natural disappearance of their carriers.
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The need for global integration is not obvious and many people believe in conspiracy theories that
explain globalism by the desire of one country or race to be the hegemon and the main consumer of
resources. The process of further unification is most likely to encounter many obstacles on its way.
However, we have already been connected to the Internet, most of us "have received" cell phones, soon
paper money will completely disappear from circulation, due to modern transport the world has
accelerated and decreased.

The whole of history is a tireless attempt to widen frozen circles. And if earlier history was a
spontaneous, uncontrollable process, today, when we have invaded the evolutionary mechanism, it
becomes more and more controllable and planned, and the expansion of frozen circles occurs on the scale
of an entire planet, not individual tribes, peoples and states.

Many scientists and philosophers have waited and described these processes as if pushing them.
Some do not believe in the reality and justification of the ongoing forced-voluntary integration, feeling
nostalgic for local culturalism. However, relying on modern communication technologies, it is possible to
state with a certain degree of certainty that mankind will evolve on the way of further conquest and
absorption of some peoples by others, more passive.

The leader and the vector of such a cease-and-extension will change, just as the methods will vary,
from mind manipulation to bloody interventions. There is every reason to believe that all this will happen
until the emergence of a social giant, a single "human ant-hill" with a single control center, no matter how
it may look, in the form of unitarianism or federalism, is not the point.

Similar processes take place in the global legal sphere, legal thinking, and ideology. Barlow (1996)
expressed the ideology and worldview of the new era and its bearers with particular accuracy and pathos.
"We create a world in which all can enter without privilege or discrimination, regardless of color,
economic or military power or place of birth. We are creating a world where anyone can express their
opinions, however extravagant they may be, without fear that he or she will be forced to remain silent or
agree with the majority opinion. Your legal concepts of property, expression, identity, movement and
context are not applicable to us. They are based on physical matter but there is no matter here. Our
personalities have no bodies, so unlike you, we cannot achieve order through physical coercion. We
believe that our way of government will be based on ethics, enlightened selfishness and the common
wellbeing. Our personalities can cover a lot that is under your jurisdiction. The only law that almost all of
our cultures recognize is the Golden Rule. It is our hope that we will be able to find private solutions
based on this general principle. But we cannot make the decisions that you are trying to impose" (Barlow,
1996).

One key problem of jurisprudence in our formulation is whether the moment when the right arises
coincides with the moment when the state originates and whether the right is reduced to a national law,
limited to its space, or whether the right exists as a natural essence without regard to the place and time of

the state's origin, and therefore is not limited to its space.

3. Research Questions

In what relation does the modern legal system of the world have to deal with these new

communication technologies, pretending to become a new regulator? To understand the seriousness of the
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current changes, it is reasonable to go far away and start with a brief excursion of ideas on the essence of
law.

Throughout its long history, the philosophy of law cannot get along with the idea that the state is
"the only creator of law" and it is impossible to exclude the sign of a coercive and sanctioning sovereign
without losing the ability to distinguish between right and wrong.

The search for the location and source of the right's origin dates back to the dawn of time and since
then we have seen many opposing theories. The essence of the multitude of views with a certain share of
conditionality, according to our modest opinion, is reducible to the three main areas of research, which we

will discuss in the main part of this article.

4. Purpose of the Study

The aim of the study is to show that those notions of law as an independent entity that existed only
in the theory and philosophy of law, but today receive practical confirmation by the very fact of the

emergence of intelligent regulatory technologies, which are pure legal phenomena by their nature.

5. Research Methods

The main methodological approach of the present research is K. Marx's idea about the existence of
a sociological law according to which technologies (productive forces, tools, production method)
determine social relations between people and the reverse effect of superstructural phenomena on the
technological way of life of society, through whose dialectics society assimilates/disperses new ways of
production, consumption, and distribution of material goods. Smart regulatory technologies are changing
the world's property relations, leading to a significant weakening of nation-states and a strengthening of
the position of transnational companies that own communications technologies resulting in the emergence

and increased role of supernational institutions.

6. Findings

The most important tradition that goes back to Plato is the discovery of the nature of law in the
idea of justice as a "proper measure", allowing everyone to know "what is mine and what is yours". The
source of the essence of the law is the human mind capable of comprehending this universality (objective
essence) and using it as a benchmark for law-making and a criterion for assessing law as right (fair) or
wrong (unfair).

The next fundamental tradition, in our opinion, most underestimated, is the teaching of O. Ehrlich
about Living Law. According to the Ehrlich the law comes from social relations and manifests itself in
the form of autonomous internal orders of various human unions, formed spontaneously historically for
the purpose of establishing peace and regulating joint cooperation within them. State law deals with rules
concerning conflicts. But the law, as objective concrete order, does not come down to defining borders in
case of struggle and conflicts. Much of non-state law has never been used to resolve conflicts, but has
allowed for adjustment and reconciliation of members of social groups among themselves and with other

groups. Consequently, we need to look for the primary legal reality preceding state law in the depths of
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the rules of peaceful dormitory and coexistence. In this free quest for peace and cooperation, the true
nature of the law is manifest.

Finally, the emergence of a third original tradition of fundamental searches for the essence of the
law is due to the Pure Theory of H. Kelsen. He believed that the law emanates from a transcendental-
logical premise in the form of a "core norm" that precedes any legal judgment as a condition of its
possibility and constitutises, according to the principle of hierarchy, the subsequent order of organization
of the legal material from top to bottom in legal force. Jurisprudence studies legal rules in themselves,
which are logical constructions, schemes of interpretation of reality. The law science is interested in the
facts of being itself to the extent that they represent the content of legal norms. The content of legal norms
can be completely arbitrary, i.e., unrelated to any morality. "Her subject is a specific area of meaning,
subject to its own laws." Law is the sphere of a priori due, but it relies on coercion for realization in the
plane of being, which distinguishes legal norms from other social norms. The organization and
implementation of this arbitrary content of legal norms requires a special apparatus in the form of
political power. However, this does not mean that the state precedes the law, creates it and then submits to
it. In fact, Kelsen equated the state with the normative legal order, which he considered as the primary
constitutive feature of the state. The Pure Theory defines the state organization of Society as a
personalized regulatory legal order.

Previous and further conceptual constructions of legal reality represent various and complicated
variations of interacting and integrating the designated objects of research, which presentation is not
included in the purpose of this article.

So, this excursion shows us that the ultimate sources of legal reality can be recognized as
independent three abstract spheres: reason, social relations, system of coercive norms (Davydova &
Zykov, 2019; Pereverzeva & Shamne, 2017).

We can see that the above possible areas of the location of the right are essentially equivalent to
descriptions of the multifaceted phenomenon of the right and are completely independent in their concept
from the state.

However, while at the level of philosophy there was an unquenchable search for the legal matter in
itself, the legal practice has been and is still trying to do with a positive understanding of law as a state
volitional (forced) normative regulator of public relations.

The main support of this standpoint was the statement that, regardless of the philosophers' and
theorists' assertions about the independent meaning of law, the practical measurement of the legal system
of any society is a way to achieve, implement concrete historical notions of justice by introducing
imperative (overbearing) and dispositive (permissive) rules of behavior secured by the force of a certain
authority, embodied subsequently in the form of state.

The core part of research in this field is simultaneously an ideological component of official law-
making and law enforcement and flows within this understanding as well.

In this definition, the key aspect is the postulating of the dependence of the right on the state as its
exclusive "creator" and guarantor, its derivative nature from the latter. The signs of normality and the

regulator are not very controversial.
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In its turn, the official legal understanding took account of the above concepts of the law essence
all this time, not as the main characteristics of the law, but as additional, remaining actually on the
periphery of the main science.

The borderline part of science, which deviates significantly from the dominant part in its legal
understanding, thinks of law as an independent natural essence, not reducible to the laws of the state and
to the ground of coercion.

Legal regulation is based on the intersection and combination of all three above mentioned legal
reality measurements in varying proportions. However, the state has historically attributed a key role in
law enforcement.

On the one hand, we have seen that the source of the law's genesis has nothing to do with the state,
but on the other hand, the state inevitably accompanies, provides, sanctions the system of legal norms and
it seems unthinkable without it. It's been that way up to now. However, today the situation seems to be
beginning to change.

New technologies in the form of cryptocurrencies, blockchain and smart contracts offer a
completely different way of regulating relations between the participants, it is built on the principles of
freedom from state care and any interference from third forces (intermediaries) (Davydova & Makarov,
2020).

Views of the right as an independent entity have always been based only on theoretical arguments,
now they are beginning to be confirmed by practice itself.

If technologies of blockchain and the smart contract are regulators in essence, capable to be the
observable form of mutual relations of the participants, providing verifiability and the automated
mechanism of compulsion of executing conditions of the transaction, and also safety of positions and the
given transaction from the third parties and capable to provide achievement of mutually advantageous fair
result for participants, then it is something else as institutional display of their juridical (legal) essence in
the pure form, as an internal self-regulated order of the person. Cryptocurrencies as private means of
exchange support even greater independence of regulation of property and value relations of participants
from a particular state.

Philosophers' dreams of objectifying law as the mathematics of freedom seem to begin coming
true. At least today there are real grounds for such expectations, not just theoretical ones. The main
argument of the dogmatic theory about not distinguishing between right and wrong, if we look for and
find it not only in the laws of the state, or in other sources sanctioned by the state, also seems weakening,
because now there are objective correlates as smart technologies of regulation, which are able to tell us
and people we don't trust, but we want to cooperate: what is mine and what is yours, what can and cannot
be done.

Due to the nature of legal technologies of regulation, the official concept of law seems to plunge
into a real crisis, losing its former positions. And the studies in the philosophy of law that seemed
marginal just yesterday are taking on new significance and relevance (Novgorodov, 2010).

Of course, it is necessary to understand that these smart regulatory technologies are only the "first

swallows" of the coming global changes based on the technocratic worldview, and therefore, they carry
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many more unexpected risks and problems within their own development process and will inevitably face
external obstacles on their way. However, we can definitely say one thing today.

Despite all the difficulties in overcoming the resistance of the traditional institutional environment,
these innovations are in demand among the leading participants of exchange and distribution relations and
their further integration into the civil turnover will continue. Today's perception of them as competitors to
traditional regulatory institutions may tomorrow transform into a vision of independent, equivalent
helpers.

Now we will consider in more detail what is the official law's relation to these smart regulatory
technologies on the example of the Russian legislator, which will allow us to understand what and how
the activity of "old" institutions inversely affects smart innovations.

In the domestic legal literature there are three viewpoints on such ratio: legal norms in their current
embodiment are already applicable to new technologies and they should be simply regulated, i.e. they
should be forced into the orbit of legal regulation, spreading the usual concepts and categories; legal
norms need substantial restructuring and improvement to adapt these competitors; the law should be
fundamentally updated, transforming itself to follow these technologies.

To date, the legislation of the Russian Federation (as well as the legislation of many other
countries) does not define the concepts of cryptocurrency and smart-contract. The establishment of a legal
regime for these technologies requires their legalization, recognition, i.e. a clear definition of their nature
in the relevant legislation. However, as it turned out, it is not easy to do it without limiting or modifying
the very nature of these phenomena. The first difficulty encountered in this way is the need to choose the
field of law: financial or property.

If we understand the cryptocurrency as a form of private money, it creates a competition with
money circulation in the country. In the conditions of unbridled economy the Central Bank of Russia
directly says that "...we will not allow the use of cryptocurrencies as monetary surrogates" (The Central
Bank ..., 2017).

The point is that cryptocurrencies as the underlying asset should have sources of value determined
by the possibility of its alternative use. Public money also lacks the ability to use it alternatively, as the
gold standard is not used today, which makes it as fiduciary or fiat money dependent on people's belief
that their purchasing power can guarantee their exchange for another commodity. However, the sources
of their value are liabilities of central banks, confirmed in turn by their assets in foreign currency and
gold. And although the latter is no longer an objective correlation of paper money, the world's money
gold actually remains. Nevertheless, the absence of an official "binding" of symbolic public money to any
real underlying asset does not exclude the possibility of uncontrolled issuance of both monetary units and
liabilities, far exceeding their "security" by other financial assets of central banks.

Cryptocurrencies do not even have such security and are only confirmed by market rate
information, whose reliability is beyond doubt, since cryptography excludes unauthorized access to the
blockchain. However, traditionalists tend to see it not as an advantage of virtual money, but as a
demonstration of a speculative bubble that will burst sooner or later.

A\l

In addition, the Central Bank of Russia warns: "...cryptocurrencies are issued by an unlimited

circle of anonymous subjects. Due to the anonymous nature of the activity on release of cryptocurrencies,
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citizens and legal entities can be involved in illegal activities, including legalization (laundering) of
income obtained by criminal means and financing of terrorism. Operations with cryptocurrencies carry
high risks both in the course of exchange operations, including those resulting from sharp exchange rate
fluctuations, and in the case of citizens' investments in issuing and selling new cryptocurrencies to
investors. In addition, there are also technological risks in the issuance and circulation of cryptocurrencies
and risks of fixing rights to "virtual currencies". This can lead to financial losses of citizens and the
inability to protect the rights of consumers of financial services in case of their violation"
(Chernyavskaya, 2017).

If we classify the cryptocurrency as property law and consider it of the same legal nature as a
bearer bill of exchange or other property (specific goods, electronic asset), then taxation of this "thing" is
inevitable. This is an absurd assumption, considering the similar symbolic nature of cryptocurrency with
other fiat money, and it is equivalent to introducing a tax on the possession of rubles. Except for taxation
purposes, it makes no sense to consider digital currencies as property.

There is no point in attributing a virtual asset to a thing even when profit is generated from its sale
for roubles because the object of taxation is profit itself, but not the sold asset. It is already ignorant to tax
the digital currency itself, which is just a fact of entering into a contract. The European Court of Justice
has also confirmed this view (The exchange of traditional currencies ..., 2015).

A more consistent attitude to the concept of digital financial asset was manifested in the draft law
No. 424632-7 (Draft Law No. 424632-7 "On Amendments ...), which proposed to introduce Article
141.2, recognizing and defining "digital money" as an independent object of civil rights and payment
means and disclosing this concept. But it was never meant to come true and today's Russian legislation
simply denies the notion of digital money as a legal means of payment.

The current draft law "On Digital Financial Assets" restricts both access of citizens to purchase
cryptocurrencies and their independent production, because, on the one hand, they are not recognized
digital financial assets as a legal means of payment in the Russian Federation, on the other hand, "mining
is recognized as an entrepreneurial activity if the person who carries out it for three consecutive months
exceeds the energy consumption limits set by the Government of the Russian Federation". In addition,
this draft law regulates only so-called tokens (digital rights), but not cryptocurrencies. In other words, this
regulation simply prohibits the production and use of cryptocurrency in the Russian Federation.

However, it is unlikely that prohibitions in this area will achieve their goals, because a person
needs only the Internet to buy, for example, Bitcoin, and the production of cryptocurrency, with this
approach, will be more difficult.

We also see half of the measures in the draft law on crowdfunding (Draft Law No. 419090-7 "On
Alternative Methods...), which de jure restricts the rights of individuals to use crowdfunding platforms in
principle, as it allows only qualified accredited entities in this environment. Nevertheless, it was the needs
of individuals that gave rise to this alternative way of attracting investment, including for the creation of
creative works, start-ups, non-commercial projects, program development, organization of cleaning and
landscaping, etc.

The situation is not better with the legal regulation of smart contracts and distributed registers in

the world and Russia particularly. To demonstrate the Russian legislator's misunderstanding of what they
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are trying to expose to norm-setting, it is sufficient to quote the Explanatory Note to draft law No.
424632-7: "In order to describe how the circulation of digital money will be carried out (in cases and
within the limits provided by law), the projected Article 141.2 of the Civil Code applies a well-known
legal and technical method - rules on digital rights will apply to digital money. This means that the
information system must have records of the owners of digital money and that such money only passes
from one person to another through a record. This method will also allow for the inclusion of digital
money in the competitive mass of the debtor and in the hereditary mass, but we should understand that
even with a direct indication in the law it will be possible only when it is technically possible to force an
entry about the new owner of rights to the object (Lizunkov et al., 2017).

However, a blockchain is not controlled by any one person or organization; this is the very essence
of it. It is its distributed architecture that ensures the security of transactions in the blockchain. The
principle of operation of the blockchain is comparable to that of the Internet itself. Blockchain can be
stored anywhere. Anyone can download its full version, and it will be stored with you. To control the
Internet adequately and completely, you need another Internet.

Payment takes place between email addresses without intermediaries, and it is irreversible, there is
no procedure to cancel the confirmed transaction, including in the error of payment. In this case, there is
no information about address owners, which serves as a basis for the anonymity of participant
transactions. But even if somehow such information becomes obligatory at each transaction, it will not be
useful for control, because the address can be generated completely autonomously, without connecting to
the network and subsequently nothing to report to the network.

Paying with cryptocurrency in virtual space is equal to cash payments in real space and time. How
do we know that someone A gave cash to someone B as a bribe? Only to monitor specifically the
movement of A and B, and take red-handedly at the meeting. It is also difficult to regulate cryptocurrency
calculations, complicated by the fact that at the time of tracking you don't sure that A and B are really the
same A and B that you suspect, because the issue is not the e-mail address of A and B, but the possession
of a private key to this address.

And while in smart contracts reversible transactions are possible, to whom will the international
community give the right to implement them as an arbitrator? Continuing on the regulation of smart
contracts, Shaydullina (2019) raises curious issues: are the general provisions on transactions applicable
to smart contracts?, if yes, how will there be a challenge and compulsion of the parties to perform them,
and how will there be restitution for already performed smart contracts? how will the institution of
liability of the parties look like in case of incorrectly drawn up a smart contract, which caused losses for

one or both parties?

7. Conclusion

It is clear that international judicial bodies and other supranational bodies, rather than national
courts and other regulators of a particular state, will regulate these issues.
We think the above is enough to draw preliminary conclusions about whether the law, as a

traditional social institution, can regulate smart technologies in the form of cryptocurrencies, smart
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contracts and blockchain, or should it undergo the necessary modifications, or even transform into
something completely new?

The considered smart regulatory technologies are legal by their very nature, offering an alternative
to traditional regulation. Every state that wants to remain in the upward trend of world development will
sooner or later have to reckon with them and use them. Obviously, it will not be possible to regulate these
technologies through the public legal means of a particular state so that they remain unchanged after such
regulation and can be used for their intended purpose. This means that we are dealing with parallel
regulation, whose scope will increase. We need to recognize that those segments of the relationship that
can be regulated through these technologies will fall out of state care as more and more people take
possession of them.

History and sociology teach us that the institution of the state emerged as an organization of public
power to ensure the safety of the population on its own territory from external and then internal threats.

Depending on the martial or peaceful situation of the population, the state intervention swells up,
invading also such areas of life that were previously rationed autonomously, then weakens, allowing self-
government and delegation of authority.

Historically, the spheres of public life regulated by the state have also changed.

Once upon a time, rationing the relationship between perpetrator and victim was a private matter.
Later, the state monopolized the functions of justice and punishment. The same is true for the regulation
of economic processes, which were previously granted to the will of individuals and are now under the
state system. On the contrary, religious beliefs have become a matter of conscience for everyone, having
fallen out of the state care system.

It is time to recognize that we should gradually release those social relations that can be resolved

through smart technology on the basis of "if-then ..", as long as it does not relate to security
encroachments linked to money laundering or terrorist financing. Encouragingly, the processes of official
reflection on the meaning of these technologies have already begun in Russia (Analytical Review ...,
2018; Review on Cryptocurrencies ..., 2017).

Another important conclusion should be the awareness that Internet relations are becoming a new
legal field, which is a supernational cyberspace where the jurisdiction of each individual state ends and

the actions and decisions of supernational governance and regulatory structures gain importance.
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