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Abstract 
 

The Internet of Things (IoT) has enticed a lot of attention from academicians, professionals, and 
government officials. In fact, it is an essential technology that is driving the Industrial 4.0 revolution. Many 
governments in the world are capitalizing on the Internet of things in developing their own nations. 
However, in many emerging countries, like Malaysia, the adoption of the IoT technology is still 
characterized by slow pace, especially among the small and medium size companies.  It is critical and 
urgent to understand the barriers and drivers of the IoT adoption. This study, therefore proposes a 
conceptual framework that extends Universal Theory of Acceptance and Use of Technology (UTAUT) to 
new constructs in order to develop a model that can be more precise and suitable for the IoT assessment. 
The conceptual model includes constructs like ICT self-efficacy, automation, personal innovativeness. 
Based on the proposed conceptual framework, propositions were developed. Future research could 
empirically test the proposed model in order to draw some conclusions about the explanatory power of the 
suggested theoretical framework.  
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1. Introduction 

The IoT is a new and evolved technology, which is believed to reach 8.4 billion IoT devices 

connected and 2 billion USD business opportunities by 2020 (Cisco, 2017). IoT is driving innovation and 

new opportunities by bringing all connected “things”, consumers and activities into the digital realm. The 

connected things or connected devices will allow the consumer to interact with them through standard 

protocols. With the availability of cost-effective sensors, the proliferation of connected devices is getting a 

lot of attention. Gregory (2015) mentioned that with these new smart connected devices and the fast and 

affordable broadband connectivity, enterprises can offer new services to new markets by creating digital 

ecosystems (channels and supply chain) which will generate a new stream of revenues.  

In addition, as per Gregory (2015), consumer adoption of IoT devices is expected to expand rapidly 

in wearable and connected homes as well as the business enterprise. IoT technologies can be used in many 

applications and segments like retail, manufacturing, agriculture and so forth. The key applications of the 

IoT will be happening in the smart home-related applications including home automation, security, and 

smart appliances (Torchia, 2018). Torchia (2018) highlighted in the Telecoms and Computing Market 

Research Reports that the IoT market will be growing rapidly in the next 5 years, which is about 5x the 

growth rate from $360m (2016) to $1.8B (2021). From unit perspective, the unit devices will exceed 4.6 

billion in 2021 and most of them will be in the smart home and manufacturing sectors representing about 

80% of the total adoption. Despite the growing importance of Internet of Things, the related studies are in 

a very early or infancy stage. Most of the previous IT adoption related studies used different theories like 

TRA (Fishbein & Ajzen, 1975), DIT (Rogers, 2003), TPB (Ajzen, 2011), TAM  (Davis, 1989; Venkatesh 

& Bala, 2008), and UTAUT (Venkatesh et al., 2012).  

However, due to the changes of environment and the progress of the IT world, TAM and TPB models 

have been revised and extended. UTAUT was proposed as the latest model, because it is more precise in 

predicting individual adoption behaviour in technology (Mitzner et al., 2016). Despite the extensions of 

these models, researchers are not satisfied with the use of UTAUT model alone to predict the adoption 

behaviour of a new technology area like Internet of things (Gangwar et al., 2015; Kim & Garrison, 2009). 

This means that there is a need for a more comprehensive model that takes into consideration constructs 

such, as perceived security risk, automation and social influence to the existing UTAUT and TPM models 

that have been empirically verified by other scholars (Salimon & Gorondutse, 2018). Hence, the current 

study will propose a conceptual framework that incorporates UTAUT, TAM and TPB and new constructs 

to expand our understanding of the adoption of IoT. 

 

1.1. Literature review and conceptual framework of IoT adoption 

IoT can help organisations by saving operational cost and improving manufacturing productivity. 

The benefit of using the IoT are well understood, however, not all country adoption rates are the same. 

Developed countries like US, Japan, North Korea and Singapore score high in IoT adoption, as compared 

to Malaysia (Mann & Sahni, 2013). In addition, a lot of IoT related studies in developed countries are based 

on the generic users or working adults as they have more exposure to the new technology compared to 

developing country users (Yau et al., 2016). Thus, there is a need to have the right target group like ICT 

professionals for the IoT study in the developing country like Malaysia. The next section will present a 
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brief description of the constructs incorporated in the proposed conceptual framework (Figure 01) and how 

they are related to the intention of IoT adoption. 
 

1.1.1. ICT self-efficacy 

Bandura (1997) and Ajzen (2011) stated that ICT self-efficacy is a very critical determinant of the 

decision to use a product. Indeed, a novel technology is usually adopted by a person with a stronger self-

efficacy, as he /she are eager to deal with challenges and unfamiliar situations through perseverance and 

persistence. ICT self-efficacy measures the degree of a person’s ability to perform a specific task in the 

technology usage (Venkatesh & Bala, 2008). Past studies have proved that the intention to adopt ICT and 

self-efficacy are positively related (Kessler & Martin, 2017; Salimon & Gorondutse, 2018). However, 

others reported a negative relationship (Ozturk et al., 2016). These studies have indicated that there is a 

need for more studies especially within the Malaysian context.  

P1: A person with a strong self-efficacy will have a high intention to adopt IoT. 
 

1.1.2. Perceived behavioral control 

Ajzen (2011) introduces the construct of Perceived Behavioral Control (PBC) to reflect control 

factors that may motivate or demotivate the people to act. Shim et al. (2001) stated that perceived behavioral 

control should be taken into consideration during ICT research because adopting new technology requires 

skills, opportunities and resources. In the area of ICT adoption, perceived behavioral control can be defined 

as the confrontation between internal and external reticence  when someone wants to execute certain activity 

(Yang & Lee, 2018). Past studies have shown that PBC is positively influenced by the capability to control 

the internet (Al-Jabari et al., 2012; Gopi & Ramayah, 2007; Lim et al., 2015). Al-Swidi et al. (2012) 

suggested that the higher the PBC is, the higher the intention is to use internet. However, a number of 

studies concluded that both constructs are not related. Al-Smadi (2012) suggested further research on this 

are needed. 

P2: A person with a strong perceived behavioral control will have a high intention to adopt IoT. 
 

1.1.3. Perceived usefulness 

Performance expectancy is about the consumer’s expectation that a specific technology usage will 

help in accomplishing certain tasks (Venkatesh et al., 2012). Researchers agreed that both performance 

expectancy (UTAUT) and the perceived usefulness (TAM) are quite the same (Coughlan et al., 2012; 

Venkatesh et al., 2012). In the context of IoT Kowatsch & Maass (2012) concluded that the US consumers 

find that IoT services are very useful in their daily life. However, in another study, Al-Smadi (2012) found 

a non-significant relationship between both constructs, and then suggested further research in this regard.   

P3: A person with a strong perceived usefulness will have a high intention to adopt IoT. 
 

1.1.4. Perceived ease of use (PEU) 

This construct describes an individual belief about the degree of controlling a system with the 

minimum effort, especially the technology (Davis, 1989). In their study, Gao and Bai (2014) showed that 

PEU has a significant impact on IoT adoption. Similarly, Ngoo et al. (2018) found that ease of use is related 

to the online shopping decision among Malaysians. Nonetheless, there are also some scholars who found 
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that there is no relationship of PEOU and attitude. Similarly, other studies confirm the indirect link between 

PEU and the behaviour of using the technology (Chau & Hu, 2002; Igbaria et al., 1995).  

P4: A person with a strong PEU will have a strong probability to adopt IoT. 
 

1.1.5. Perceived security risk (PSR) 

The perceived security risk has direct and indirect impacts on intentions, mediated by attitude. The 

PSR is a key driver of  the intention of IT adoption (Davis et al., 1989). Evidence has shown that consumers 

do not accept or use technology without first safeguarding the security and the privacy of their transactions 

(Susanto et al., 2013; Zhou, 2011).  

Roca et al. (2009) described security risk as the event of destructing the regular protected system to 

be unusable by modifying its original data and creating a fraud of it. As Internet of Things is about online 

connected thing, which can expose the data to hackers and fraudulent (Kowatsch & Maass, 2012; Yang & 

Lee, 2018). In the current study, perceived security risk is operationalized as a person’s concern about his 

or her data being hacked by any criminals or hackers. Such concern prevents people’s intention from 

adopting the IoT. However, some previous studies, found that PSR is not related to the intention to use ICT, 

such as online purchase (Chou & Yutami, 2014). Likewise, Aboobucker (2019) concluded that the security 

risk has a negative influence on online shopping behaviour.  

P5: A person with a strong perceived security risk will have a low intention to adopt IoT. 
 

1.1.6. Personal innovativeness (PI) 

Consumers’ personality characteristics influence their risk taking behavior (Blake et al., 2003; 

Donthu & Garcia, 1999; Limayem et al., 2000). Lu et al. (2005) said that the decision of trying something 

new (as an early technology adopter) is related to the personal innovation character. Individual 

innovativeness is a potentially an important determinant of new technology adoption.  

P6: A person with a strong personal innovativeness will have a high intention to adopt IoT. 
 

1.1.7. Moderating role of attitude towards adoption of IoT 

Ajzen (2011) believed that the attitude towards behavior will influence the result and outcome of 

personal evaluation positively or negatively (Lee et al., 2017). Similarly, Zhang and Mao (2008) also 

concluded that the attitude to adopt a novel expertise is a cognitive process, which, affects the behaviour 

positively or negatively such as IoT (Yang & Lee, 2018). Some scholars confirm that the decision of 

accepting new technology is a complex situation, which differs in various scenarios (Shen & Chiou, 2010). 

Applying this scenario on IoT, the adoption of new IoT technology will depend on the individual attitude 

towards the behaviour (Kessler & Martin, 2017). However, there are also studies that found that the attitude 

is not related to the adoption intention (Pires et al., 2004). Besides the direct influence of attitude on 

intention, it is also believed that the attitude plays a mediating role between the PSR and the decision to 

adopt novel technology (Brauner et al., 2017).   

P7a: Attitude moderates the relationship between PSR and of IoT adoption behaviour. 

Lu et al. (2005) also confirmed in their study that PI is positively associated with the attitude to 

accept a new technology, which will further determine the intention to adopt a novel technology.  

P7b: Attitude moderates influences the association between PI and IoT adoption behaviour. 
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1.1.8. Subjective norms (SN) 

Subjective norms relates to a person's thinking that a referent group influences his/her decision 

(Ajzen, 2011). According to Venkatesh et al. (2012) SN is about the perceived effect of family members 

and friends on the decision of using a technology. Individuals will incorporate people’s opinion, after being 

influenced by them. Later on, such influence becomes a personal belief (Patil, 2017). People’s intention 

can be influenced by the opinions of family, friends, and media. IoT can be viewed as a new innovation 

system and its adoption can be influenced by mass media and word of mouth. Subjective norms have been 

found to significantly and positively influence the adoption of new technology in various studies. However, 

a number of other studies found no relationship with technology adoption (Pham et al., 2013; Ndubisi & 

Sinti, 2006). 

P8: The subjective norms and intention to adopt IoT are positively related. 
 

1.1.9. Automation 

Automation is hardly researched among ICT marketing scholars (e.g. Yang & Lee, 2018). Instead, 

it is commonly researched in the operation technology (OT) area, such as manufacturing, and logistics 

(Parasuraman & Riley, 1997). Ghazizadeh et al. (2012) proposed that Automation Acceptance Model 

(AAM), which is basically the extension of the TAM framework, needs to include automation, so as to 

perfectly address the ICT and the OT relationship and therefore, complement each other. 

Automation is a key function in manufacturing, which replaces human manual work (Parasuraman 

& Riley, 1997). It is believed that IoT will replace human intervention. This study defines automation as 

an IoT implementation that ceases human operation (Yang & Lee, 2018).  With the internet connectivity, 

machine automation will improve manageability and simplicity to control the systems (Luor et al., 2015; 

Salimon & Gorondutse, 2018; Yang & Lee, 2018). The data which can be collected through connectivity 

makes artificial-intelligence analytics possible for smart manufacturing (Augusto & Nugent, 2006).  

P9: The automation and intention to adopt the IoT are positively related. 

 

 
Figure 01.  Theoretical framework of the study 
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2. Problem Statement 

Past experiences about the human adoption rate of new technology show that enterprises and 

industrial practitioners needed a deeper understanding of the consumer adoption rate of new technology 

before committing such huge investment. Over the years, consumers have been able to adopt a new 

technology but with a slow pace. For instance, Internet adoption takes about 15 years to reach 50M users 

worldwide (Mace, 2013). Even if a country strongly promotes IoT-based manufacturing, communication 

and service industries to create an extended value chain, there are still some obstacles that hinder the 

adoption of IoT (Moghavvemi et al., 2011). Many countries funded and supported the research on the IoT, 

yet the technology adoption is still unsatisfactory as there are risks in the implementation process (Atzori 

et al., 2010). Malaysia is among those who are slow in adopting Internet of Things with less than 16.4% 

(Asia IoT business platform, 2017). Many government agencies in Malaysia are calling for more detailed 

studies regarding the barriers and the drivers of Internet of things adoption. In answering this call the current 

study will attempt to answer the question of: What are the key factors that may affect the adoption of IoT?   

 

3. Research Questions 

Following the above, one of the biggest potential concerns that leads to failure or slow adoption of 

IoT is  related to unfamiliarity of IT professionals with the technology itself, its security and risk concerns, 

as well as its benefits. The main research questions that the current study attempts to answer is: what are 

the determinants of Internet of Things adoption?   

 

4. Purpose of the Study 

This study attempts to explore what influences the adoption of IoT. This objective can be achieved 

by extending the UTAUT developed by Venkatesh and Bala (2008). Thus, the main objective of the current 

study is to find out are the determinants of IoT adoption.  

 

5. Research Methods 

The above conceptual framework and propositions were developed based on detailed literature 

reviews. The first round, of the past studies review was about the Internet of Things. Papers generally 

related to the topic were downloaded and screened in order to include only relevant ones. In the second 

round, articles about the new technology acceptance behaviour and its determinants were searched and 

filtered. Combining both sets of literature researchers developed a conceptual framework on the adoption 

of Internet of Things based on nine propositions. The authors used mainly the Scopus and Web of Science 

databases in searching for studies related to the current research topic (Wang and Waltman, 2016). In order 

to guarantee the quality and consistency of the research only the peer-reviewed journals written in English 

language were included.   
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6. Findings 

This is an exploratory study. The objective of this research is to develop a conceptual model 

depicting the determinants of the IoT adoption. It is not the objective of the current study to empirically test 

the proposed conceptual model. Thus, there are no qualitative or quantitative analysis and hence no findings 

to be discussed. Future research could empirically test the proposed model in order to draw some 

conclusions about the explanatory power of the suggested theoretical framework.   

 

7. Conclusion 

The Internet of Things is inevitably going to have a major and critical role in the near future. Many 

countries, especially emerging ones like Malaysia are slow in adopting the IoT. The study attempts to 

identify the determinants of IoT acceptance. Based on detailed literature reviews on Internet of Things, new 

technology acceptance behaviour and its determinants the researchers proposed a conceptual model linking 

nine predictors with the Internet of Things adoption. The model was built on nine propositions. This is an 

exploratory study and there were no qualitative or quantitative analyses were carried out. Future research 

could empirically test the proposed model in order to draw some conclusions about the explanatory power 

of the suggested theoretical framework.   
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