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Abstract 
 

The authors explore the problem of tax security formation as a system-forming element of financial security 

of the state. In the article they show its role in financial provision of the state to support the sustainable 

development of economy and society. The purpose of the study is to generalize scientific developments in 

the field of tax security, identify its main tools, indicator set for its assessment, identify threats and establish 

causal relationships between them. When disclosing the elements of tax security, the authors used methods 

of scientific search and generalization of literature, economic and statistical methods of analysis, 

comparison, graphical interpretation tools, dialectic method and system approach. They give reasons for 

the necessity of fixing the term and structural components of tax security at the legislative level. The article 

defines the tools and elements of tax security, identifies threats to tax security in the framework of tax 

administration functions, and suggests indicator set for assessing its state. The authors introduce the 

priorities of ensuring tax security associated with activization of tax authorities to prevent tax offenses in 

order to mitigate the possible causes of tax security threats, and introduction of modern information 

technologies used for analysis, control and interaction with taxpayers, improving citizens' literacy in tax 

matters. 
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1. Introduction 

In conditions of geopolitical instability, intensification of globalization processes and intensification 

of competition between countries in terms of economic development level, issues of ensuring economic 

security of the state come to priority. An important component of economic security is financial security 

that ensures the efficient functioning of the financial system and is protected from threats of external and 

internal nature. The basis of the financial system is the state budget, the sufficiency of which allows the 

state to carry out its functions within the framework of spending powers and priorities of socio-economic 

development. The budget system of the Russian Federation at different levels of government is mainly 

based on tax revenues, the relative share of tax revenues over a long period is in the range of 83-90% of all 

revenues. In this regard, the financial support of the state, regions, municipalities and society as a whole 

depends on an effective and efficient tax policy that promotes both mobilization of tax revenues and 

increased activity of all participants in tax relations in the current period and in the future. In these 

conditions, special attention is paid to formation of tax security of the state, ensuring the sustainability of 

all its elements that can quickly respond to various changes in the external environment. 

 

2. Problem Statement 

The research is aimed at revealing the scientific problem of tax security ensuring, identifying threats 

to its functioning, indicators for assessing its condition and developing directions for tax administration 

improving. 

The formation of tax security is a priority for the state and requires the development of a strategy 

for its provision. Currently, only the Strategy for ensuring the economic security of the Russian Federation 

for the period up to 2030 and the directions of the budget, tax and customs tariff policy for the medium 

term have been developed in Russia. The basic elements of ensuring tax security are not fixed by law, and 

indicators of its state are not highlighted. In this regard, the need for theoretical and methodological research 

on the formation of tax security elements is being updated. 

 

3. Research Questions 

The following questions were revealed in the research process. 

What is the role of tax security in the financial security of the state and what is its essence? 

What tax security tools are used in domestic and world practice? 

What threats to tax security can harm the state, have a cumulative effect, and what are the causal 

relationships between them? 

What indicators can be used to assess the state of tax security? 

 

3.1. Approaches to the definition of the tax security essence 

Researches of the tax security essence in the works of domestic and foreign scientists made it 

possible to distinguish two different areas: some scientists (Kosova et al., 2019) consider tax security as an 

integrated system of economic security, others (Elmendorf & Reifschneider, 2002; Saifieva et al., 2019) as 

a form of financial security. We consider attributing tax security directly to economic security as a 
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controversial issue, since taxes are part of finance and therefore it is more appropriate to consider tax 

security as an element of financial security (Popova et al., 2019). 

 

3.2. Structural components of tax security 

A significant aspect in the scientists’ research is the development of a strategy to increase tax 

security in the digital economy (Fedotova et al., 2019). Russian authors pay attention to certain elements 

of ensuring tax security: tax potential (Shemyakina et al., 2019), tax burden (Musaeva et al., 2017). Mainly, 

scientists’ research is related to the analysis of threats and risks of tax security (Shtiller et al., 2016; Vlasova, 

2017), however, there is no single classification of them, and the main threats are associated with increase 

of shortfalls in income, decrease in tax revenues, growth of indebtedness and etc. 

There are no comprehensive studies relating to indicators of tax security assessment (Maslov, 2019); 

they mostly come down to indicators of tax administration (Nasyrova, 2015) or indexes for assessing the 

level of tax security (Afanasyeva, 2015). 

 

4. Purpose of the Study 

The purpose of the study is to generalize scientific developments in the field of tax security, identify 

its main tools, a set of indicators for its assessment, identify threats and establish causal relationships 

between them. 

 

5. Research Methods 

When disclosing the elements of tax security, the authors used the methods of scientific search and 

generalization of the literature to highlight approaches to the definition of “tax security” and formulate the 

author’s definition. The study used economic and statistical methods of analysis, comparison, tools for 

graphical interpretation of the results of assessing the tax security state. The dialectical method and 

systematic approach were used to identify threats to tax security and assess their impact at the macro and 

micro levels. 

Tax security is defined as a system-forming element of financial security associated with ensuring 

the effective elements functioning of the tax mechanism and tax administration tools that provide protection 

from internal and external threats in order to achieve the priorities of sustainable development of the state. 

The proposed definition of tax security allows us to distinguish its main structural components (Figure 01). 
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Figure 01.  Structural components of tax security 

 

The basis for ensuring tax security is the efficient organization of tax administration. To assess the 

quality of tax administration in world practice we use ratings carried out by country. Thus, according to the 

World Bank Group and PwC (Paying Taxes 2020, 2019) rating, Russia ranks 58th in the world in terms of 

administrative costs associated with the calculation and payment of taxes. The country’s rating shows the 

most favorable conditions in the framework of payment administration. The USA takes 25th place in the 

ranking, and Germany – 46th place. If we consider the indicators that make up the rating, then Russia has 

9 payments per year, the same indicator has Germany, and the USA – 11. The amount of time spent on 

reporting, maintaining records and transferring payments in Russia is 159 hours a year, in the USA – 175 

hours, in Germany – 218 hours. The total tax and contribution rate in Russia is 46.2%, which shows the 

share of tax costs in the organizations’ profits. Improving the rating of Russia among other countries in the 

world is primarily due to the modernization of tax administration, aimed at the widespread use of electronic 

services, electronic document management and modern information technologies, which allows to reduce 

administrative costs. 

The tools for ensuring tax security and implementation of tax administration are highlighted in the 

framework of the implemented functions and include instruments for financially supporting the state’s 

activities in the framework of expenditure powers fulfillment, instruments for regulating economic and 

social processes and instruments of control. Effective use of these tools is possible only with a balance of 

interests of the state and taxpayers. Any conflict of interest can lead to various threats to tax security. 

Moreover, we consider it appropriate to identify threats also within the framework of performed functions: 

threats to the inefficiency of the fiscal function; threats to the inefficiency of the regulatory function; threats 

to the inefficiency of the control function. The threats to the inefficiency of the fiscal function include 

reduction of tax revenues, occurrence of unplanned losses of revenue, failure to meet planned targets, etc. 

The threats to the inefficiency of the regulatory function include increase in the tax burden and in unsettled 
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debt, inefficiency of tax benefits, and deterioration in the tax climate for priority sectors of the economy 

and types of activities, etc. The threats to the inefficiency of the control function include unjustified increase 

in costs over the results, declining collectability, increase in offenses, low efficiency and effectiveness of 

the controlling work, etc. 

Each of the identified threats can arise individually and is in a close causal relationship, i.e. the threat 

of failure to perform one function may lead to threats of inefficient performance of all functions, that is, 

have a cumulative effect. 

A variety of indicators are used to assess the tax security state (Afanasyeva, 2015; Maslov, 2019; 

Nasyrova, 2015), which, of course, reflect individual aspects of the phenomenon under consideration. We 

suggest highlighting indicators as part of the assessment of the functions performed by tax administration 

(Table 01). 

 

Table 01.  Indicators of tax security state assessment 

Indicator set Indicators’ structure Threats 

Fiscal Function 

Performance Indicators 

1. The volume of actual tax revenues in general 

and by tax types 

2. Tax potential 

3. The share of taxes and mandatory payments in 

budget revenues, in GDP, in GVA 

4. Percentage of planned targets completion 

Non-fulfilment or 

reduction of expenses, 

programs and projects 

financing, allocation of 

subsidies, etc. by the 

state 

Regulatory 

Performance 

Assessment Indicators 

1. Tax burden level 

2. Preferential taxation level 

3. Effectiveness of benefits 

4. The share of outstanding debt in tax revenue 

Development of the 

shadow economy, the 

growth of latent debt, 

etc. 

Control Function 

Performance Indicators 

1. Overall control level 

2. Collection level of total debt, of current 

arrears 

3. Effectiveness of tax control in general, by type 

of tax, per audit, per tax inspector 

4. Tax offenses level 

Growth of offenses, tax 

evasion, concealment of 

the tax base, etc. 

 

At the same time, the costs of ensuring tax security should justify the results expressed in providing 

the financial component of the state to maintain sustainable development of economy and society, 

contribute to development of business activity and provide expanded reproduction by business entities. 

Let us analyse some indicators of assessing tax security in Russia (Table 02). 

 

Table 02.  Dynamic analysis of some indicators of tax security assessment in Russia* 

Indicator 2016 2017 2018 2019 

Percentage of taxes and obligatory payments 

in consolidated budget revenues, % 
83.16 87.00 83.42 84.90 

Percentage of taxes and obligatory payments 

in GDP, % 
27.20 29.35 29.65 30.17 

Percentage of outstanding debt in tax 

revenue, % 
0.017 0.013 0.033 0.04 

Level of collection for total debt, % 93.31 94.08 95.81 96.25 

*Note: calculated by the authors based on statistical data (Rosstat, 2020; Federal Tax Service of Russia, 

2020) 
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The analysis of the data presented allows us to conclude that there is an emerging growth trend for 

all the analyzed indicators of assessing tax security. In 2019, the share of taxes and other obligatory 

payments in GDP amounted to 30.17%, which is 2.97% more compared to 2016. During the analyzed 

period, the collection rate increased by 2.94% in 2019 compared to 2016, which is associated with the 

effective activities of tax authorities to control tax receipts. In 2019, the share of outstanding debts, i.e. 

impossible to recover, amounted to 0.04% in total tax revenues, and there is an unfavorable growth dynamic 

of this indicator, which requires increased control by the tax authorities on debt settlement. 

 

6. Findings 

Based on the study, the following results were obtained. 

The authors determined the role of tax security as a system-forming element of financial security, 

the budgetary stability and balance, a favorable tax environment for the development of business entities 

and society as a whole depend on the effectiveness of its functioning. It is proved that at the legislative level 

it is required to introduce the term and consolidate the structural components of tax security, to develop a 

tax security strategy of the Russian Federation for the medium term. 

The authors identified the tools and elements of tax security based on the principles of legality and 

transparency, the systematic nature of security measures, the priority of preventive actions, and maintaining 

the balance of interests of the state and taxpayers. Threats to tax security in the framework of the 

implemented functions of tax administration are identified and a causal relationship between them is 

established. 

The study proposed groups of indicators for assessing the tax security state that are not exhaustive, 

they can be expanded or narrowed depending on the analysis objectives and are as the object of further 

research by the authors within the framework of this topic. 

The authors introduced the priorities of ensuring tax security associated with the tax authorities work 

on prevention of tax offenses in order to mitigate possible causes of tax security threats, introduction of 

modern information technologies for analysis, control and interaction with taxpayers, improving citizens' 

literacy in tax matters. 

 

7. Conclusion 

Modern challenges of global economy and the need to develop digitalization processes require the 

formation of an effective state tax security system that can quickly respond to internal and external threats, 

ensuring the implementation of priority fiscal policies and introducing modern mechanisms of interaction 

with taxpayers. The proposed elements of tax security, based on the effectiveness of the tax administration 

functions, will form the foundation for a detailed analysis of the need to develop specific indicators of tax 

security that make it possible to conduct retrospective, current and perspective assessment, as well as inter-

regional comparisons for the subjects of the Russian Federation. 
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