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Abstract

Recent trends in the global economy necessitate the active development of the economic security system
of companies. Moreover, in the past few years, risks associated with environmental, social and governance
factors (ESG risks) have become increasingly important for oil and gas companies. The most significant
among are the following: natural resource depletion, high probability of industrial accidents etc. In the
course of diagnosing potential crisis situations of companies, it is necessary to identify the most likely
threats to economic security. This process needs a comprehensive analysis of oil and gas companies’
activity. Monitoring of possible threats (risks) to economic security should be carried out using a system of
indicators. However, at present, a unified risk assessment system, including ESG risks, has not been
developed yet. An analysis of disclosing information on ESG risks by Russian and foreign oil and gas
companies showed that the absence of a risk assessment system negatively affects the transparency of
reporting. A system of indicators has been developed as part of the study, the calculation of which allows
assessing the level of ESG risks taking into account the specifics of oil and gas companies’ activity. The
basis for the calculation is non-financial reporting data of companies published on their official websites.
The grouping of indicators according to the main areas of risk simplifies the process of analyzing the
company’s activity and makes it possible to control certain elements of economic security of oil and gas

companies.
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1. Introduction

Under current conditions of the unstable world economy and the multidimensional nature of
economic relations, business entities are forced to quickly adapt and seek ways to reduce threats to their
functioning and development. Development of an effective economic security system is one of priority
tasks for many companies.

There are many definitions of the concept of the economic security system in companies,
summarizing which we can conclude that economic security is the system of the most efficient use of
resources of the economic entity in order to protect it from effects of internal and external negative factors,
as well as to minimize risks of significant deviations from the companies’ general business strategy. The
definition of economic security as a way to counteract negative influence makes it necessary to consider
various risks that arise in the process of companies’ activity as probable threats (negative consequences).

The issue of determining the impact of various risks on economic security of companies is urgent.
The risks associated with sustainable development (social, environmental, governance) — ESG risks - are
becoming increasingly important. The Report of the World Economic Forum on Global Risks notes that in
2008 only one social risk (pandemic risk) was among the five global risks that have the most significant
impact on the economy and activities of organizations (World Economic Forum, 2019). According to 2019
data, four of the five most important global risks are social or environmental (risks of natural disasters,
water crisis, dramatic climate change, etc.) (World Economic Forum, 2019).

In this regard, there are raised requirements from the largest stock exchanges (London Stock
Exchange (LSE), Johannesburg Stock Exchange (JSE), etc.), major stakeholders, funds, regulatory bodies
related to sustainable development of companies, social responsibility of business, information disclosure
about various risks that have (can have) an impact on the organization. For example, since the beginning
of 2019, the Swedish Alfred Berg Ryssland Foundation has been using the ESG filter when deciding
whether to invest in the organization. International companies recognize that risks related to environmental
protection, social issues, and corporate governance are of particular importance in developing a corporate
strategy. Timely identification of risks is one of the most important tasks of ensuring economic security of

the company.

2. Problem Statement

One of the main sources of risk information is the corporate reporting system, including sustainable
development reports, environmental and social reports, integrated and annual reports. An analysis of the
content of the public reporting of oil and gas companies showed that both Russian and foreign companies
pay insufficient attention to the description of ESG risks, do not assess them in terms of impact on
company’s safety, and do not rank risks according to their importance. The reason for this is the lack of a
unified risk assessment system. In this regard, the urgent issue is to develop a system of indicators of
environmental, social and governance risks based on non-financial reporting data, taking into account the
specifics of oil and gas companies’ activity.

An analysis of scientific publications showed that the issues of the impact of environmental, social

and governance risks on company performance are the subject of many studies by foreign scientists such
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as: Deng and Xiang (2019), Ionescu, Firoiu, Pirvu, and Vilag (2019), Bernardi and Stark, (2018), Khan
(2019), Rodriguez-Fernandez, Sanchez-Teba, Lopez-Toro, and Borrego-Dominguez (2019) etc. The issues
of economic security of companies were considered in the works of the following authors: Kalashnikova,

Tatarovskaya, and Tselniker (2019), Na, Park,Yu, Kim, and Chang (2019), and others.

3. Research Questions

In view of the immaturity of issues on assessing ESG risks of oil and gas companies in the
framework of the study, it is necessary to answer the following questions:

* What are ESG risks?

* Is information about ESG risks important in management and investment activities?

= What indicators can be used to assess ESG risks?

4. Purpose of the Study

The purposes of the study are following:
= To classify ESG risks;
» To develop a system of indicators for assessing ESG risks based on corporate non-financial

reporting data from oil and gas companies.

5. Research Methods

5.1. Research hypothesis formation
HI. Every year, company management and investors pay more attention to non-financial reporting
and disclosing information about ESG factors in it.
H2. The non-financial reporting of the largest Russian and foreign oil and gas companies does not
contain information on the ESG risk assessment system.
H3. There is no unified system of indicators for assessing various environmental, social and

governance risks.

5.2. Research methodology

The research methodological base includes mathematical methods and general scientific methods,
such as analysis and synthesis, induction and deduction, comparison, abstraction, detailing and
generalization, and a systematic approach. The object of research is the system of ESG risks of oil and gas
companies. The subject of the study is the issue of assessing ESG risks according to the non-financial

reporting of oil and gas companies.

5.3. Research data collection procedure

The research was based on scientific publications on the subject under study, regulatory documents,
materials of the international audit company EY, and the statements of Russian oil and gas companies

published on their official websites. In order to ensure monitoring of the level of economic security in

664



https://doi.org/10.15405/epsbs.2020.04.84

Corresponding Author: T. Korneeva

Selection and peer-review under responsibility of the Organizing Committee of the conference

eISSN: 2357-1330

companies, a system of indicators for assessing environmental, social and governance risks taking into

account the specifics of the oil and gas industry has been developed as part of the study.

6. Findings

ESG risks are a set of non-financial environmental, social and governance risks that affect (may
affect) the results of the company’s activity and are taken into account when making management decisions.
ESG risks are determined by the influence of various ESG factors. Based on the analysis of authors’ various
definitions of the concept of “ESG factors”, the main types of factors related to management, the
environmental and social component of the companies’ activity are systematized (Figure 01) and the
definition is formulated. According to this definition, ESG factors are a set environmental, social and
governance factors which are considered when making investment decisions in order to achieve the most

effective risk management and ensure sustainable and long-term development of the company.

ESG factors
B g o]
. . iti Top management reward
_| Climate changing | Gender composition of P g
workers
4‘ Resource depletion | ‘ : | Shareholder rights
— Community relations
_< o Board composition and
Greenhouse gas emissions
— Working conditions structure
4{ Forest area reduction | Audit and i 1 1
— Product quality udit and internal contro
_| Recycling |
—} Labor protection —| L t trat
Environmental pollution ong term strategy
Relations with customers _} Tax strategy
and suppliers

Source: authors.

Figure 01. Classification of ESG factors

The growing demand for information related to sustainable development and ESG risks is confirmed
by the results of numerous studies. EY annually conducts a survey of institutional investors regarding their
interest in non-financial reporting (EY, 2019). Managers of 260 organizations of various types took part in
the survey in 2008 and the findings of this survey demonstrated a significant increase in the share of
investors who are ready to refuse to invest in view of risks associated with various ESG factors (Figure 02,

03) (EY, 2019).
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Figure 02. Investor attitudes towards various ESG risks of non-financial reporting in 2017

2018
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Figure 03. Investor attitudes to various ESG risks of non-financial reporting in 2018

Especially significant growth is noticeable in indicators of supply chain and climate risks. The share
of investors who are ready to immediately abandon investing in view to supply chain risks increased from
15 to 52%, to climate risks - from 8 to 48% of the total number of investors. The share of investors who are
not ready to invest in a company with human rights risks has increased from 32 to 49%. In general, growth
is noticeable in all other indicators.

In order to assess environmental, social and governance risks, a system of indicators has been
developed as part of the study, the calculation of which is carried out according to non-financial reporting
data. As an example, we calculated the indicators proposed in the study according to the annual reporting
data of the largest Russian oil and gas company PJSC Gazprom.

To assess environmental risks, it seems appropriate to use information on the amounts of

environmental costs. One of the types of such costs is the amount of the payment for the negative impact
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on the environment, which business entities, whose activities harm the environment, should transfer to the
budget system of the Russian Federation (5% to the federal budget, 40% to the budgets of RF subjects, 55%
to municipal or city budgets).

One of the characteristics of environmental risks is the dynamics of payments for the negative
impact. The growth of this indicator over time indicates an increase in harmful emissions and, consequently,
an increase in environmental risks.

According to Gazprom environmental reporting for the period 2014-2018, the amount of payment
for negative impact on the environment decreased by three times (from 1,746.89 million rubles in 2014 to
615.76 million rubles in 2018) (PJSC Gazprom, 2019b). Such dynamics is explained by a decrease in the
volume of harmful emissions from the flaring of associated petroleum gas at the company’s oil fields, with
the exception of increasing indicators, as well as by offsetting previously unnecessarily paid amounts when
making advance payments (PJSC Gazprom, 2019b).

To conduct the most effective risk assessment associated with the environmental component, it
seems necessary to determine Environment Risk Rate for each type of negative impact (Formula 1).

Amount of payment for i — type pf emission
ERR = f pay ! P .pf - X 100%
Amount of payment for negative impact

In this case, the amount of payment for negative impact is determined by multiplying the quantitative
indicator of each type of negative impact by the appropriate rate established by the Government of the
Russian Federation, taking into account indicators (Decree of the Government of the Russian Federation of
September 13, 2016 No. 913 (as amended on June 29, 2018) “On the rates of fees for negative impact on
the environment and additional ratios”). The procedure for calculating Environmental Risk Rate indicators

according to the reporting data of PJSC Gazprom is presented in Table O1.

Table 01. Calculation of environmental risk factors according to financial statements of PJSC Gazprom

for 2018
Type of negative
environmental Amount of payment, min. rub. Environmental risk rate, %
impact
Emissions .of 356,94
pollutants into the 356,94 ERR = 1576 X 100% = 58%
atmosphere ’
161,76
Hydrocarbon ERR = == x 100% = 26,3%
emisstons 1497780 tons x 108 rubles = 161,76 '
(including
methane)
i 0,95
Carbon monoxide 594100 tons x 1,6 rubles = 0,95 ERR = x 100% = 0,2%
emissions 615,76
itri i 30,73
Nitric oxide 328620 tons x 93,5 rubles = 30,73 ERR = x 100% = 5%
emissions 615,76
ioxi 12,54
Sulfur dioxide 276160 tons x 45,4 rubles = 12,54 ERR = x 100% = 2%
emissions 615,76
Production and 223,46
ERR = X 100% = 36,39
consumption 223,46 615,76 % %
waste disposal
Discharges of 35,36
ERR = X 100% = 5,79
pollutants into 35,36 615,76 % 7%
water bodies

Source: authors.
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The data in the table indicate that the greatest threat is represented by emissions of pollutants into
the atmosphere, among which the greatest risk is associated with hydrocarbons (including methane)
emissions. The share of excess payments in the total amount of payment for negative impact was 32%.
Such a high value of this indicator is associated with the late license and extension of environmental
permits. A significant impact on the company’s safety has the size of production and consumption waste.
Despite the fact that most of the company’s waste (97.6%) is classified as low-hazard (hazard class IV) and
practically non-hazardous (hazard class V), it is necessary to ensure effective control over the volume of
waste generation and its disposal.

It is proposed to assess social risks by calculating a number of indicators, one of which is Injury
Frequency Rate (Formula 2), which characterizes the number of industrial accidents per 1000 workers.

The number of victims of accidents
IFR = x 1000
Average number of employees

However, this indicator does not provide a reliable data on accident rate in the organization. In this
regard, it is necessary to calculate additional indicators, in particular, Lost Time Injury Frequency Rate
(LTIFR) (Formula 3), which characterizes the number of injuries resulting in temporary disability, per 1
million hours worked.

The number of victims with loss of working time
LTIFR = x 1000000
Total hours worked by all staf f

Fatal Accident Rate (FAR) shows the number of fatalities due to industrial accidents per 100 million
hours worked (Formula 4).

_ Number of fatal assidents
" Total hours worked by all staf f

FAR X 100000000

In connection with the development of infectious and occupational diseases, it is necessary to
calculate Occupational Disease Rate (ODR) (Formula 5) and Lost Day Rate (LDR) (Formula 6).

Number of cases of newly diagnosed occupational diseases
ODR = x 1000000
Total hours worked by all staf f

Number of days lost as a result of accidents
LDR = x 1000000
Total hours worked by all staf f

A decrease in the above indicators illustrates a decrease in social risk and, as a result, increased
security of the company. One of the important indicators of the company’s effective HR policy is the
turnover rate (Formula 7), as well as the dynamics of the number of employees.

_ The number of retired employees for the period

TR = x 100

Average number of employees for the period

Values of the turnover rate in the range of 3% -5% indicate a natural renewal of the team and does
not require measures on the part of the personnel department and the company’s management. Excessive
staff turnover reduces motivation and loyalty of remaining employees, which contributes to an increase in
social risk and a decrease in economic security of the company. For the most accurate assessment of social
risk, it is necessary to consider the dynamics of the above indicators.

Calculation of social risk indicators according to the reporting data of PJSC Gazprom for 2014-2018
(PJSC Gazprom, 2019a, 2019c¢) is presented in Table 02.
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Table 02. Social risk assessment indicators according to financial statements of PJSC Gazprom for 2015-

2018

Indicators 2015 2016 2017 2018
Average headcount (thousand people) 4624 4674 469,6 466,1
Injury Frequency Rate 0,32 0,24 0,19 0,28
Lost Time Injury Frequency Rate 0,18 0,16 0,11 0,17
Fatal Accident Rate 1,42 0,79 1,17 0,57
Occupational Disease Rate 0,032 0,060 0,045 0,030
Lost Day Rate 11,08 12,51 8,38 12,01
Staff turnover rate (%) 3,9 4,0 4,77 5,6

Source: authors.

An analysis of social risk indicators in PISC Gazprom (2019a, 2019b) allows us to conclude that the
level of social risk in this company has remained at a low level over the past few years. Low values of
Injury Frequency Rate indicate that accidents leading to temporary disability or death are rare. A slight
increase in Injury Frequency Rate and Lost Time Injury Frequency Rate is associated with an increase in
the number of accidents. However, the company is taking active measures to reduce road crashes. In
particular, requirements for road safety for contracting organizations were established, all stages of control
were regulated - from travel planning and to the return of vehicles to parking lots. The dynamics of Fatal
Accident Rate indicates a reduction in the number of deaths due to accidents, which indicates a reduction
in social risk. The decrease in the average headcount in 2018 was due to a change in the structure of
companies included in the Gazprom group, as well as measures to optimize the personnel structure. The
turnover rate is within the normal range. However, it has a negative tendency to increase.

Governance risks are closely related to the company’s performance, so it is possible to assess them
by calculating the profitability of sales (ROS), equity (ROE), assets (ROA) and to analyze their dynamics.
It is important to determine the profit before tax, the interest on loan and depreciation (EBITDA) rate,
which is calculated as operating profit after deduction of depreciation and impairment loss on assets
(excluding receivables, advances paid and prepayments). Table 03 shows indicators for assessing
governance risks according to financial statements of PJSC Gazprom for 2015-2018 (PJSC Gazprom,
2019a, 2019c).

Table 03. Assessment indicators of governance risks according to financial statements of PJSC Gazprom
for 2015-2018

Indicator 2015 2016 2017 2018
Return on sales (ROS) (%) 20,2 11,9 13,3 23,5
Return on equity (ROE) (%) 7,2 8,3 5,9 10,6
Return on assets (ROA) (%) 4.6 5,6 3,9 7,0
Earnings before interest, taxation, depreciation and
amortization (EBITDA) (mln. rubles) 1874726 | 1322199 | 1467692 | 2599 284
Dividends per 1 share (rubles) 7,89 8,0397 8,04 16,61

Source: authors.

The dynamics of profitability indicators illustrates improved financial position of the organization

and increased profitability of its activities. In 2018, a record high EBITDA was achieved, which indicates
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the strengthening of economic security of the company. However, an increase in operating expenses,
impairment losses on financial assets, as well as foreign exchange loss due to changes in the dollar and euro
rates have a negative effect on the dynamics of the company’s profit indicator (PJSC Gazprom, 2019a,
2019c¢). In this regard, it is necessary to take measures to strengthen control over operating expenses. One
of the important components of corporate governance is the dividend policy. The dividend rate per share
has been steadily increasing over the past three years, which indicates an increase in the efficiency of the
company’s dividend policy. In general, the dynamics of the above indicators testifies to sustainable

development of PJSC Gazprom and the reduction of risks associated with corporate governance.

7. Conclusion

The processes of globalization, the increasing role of corporate social responsibility, the increasing
influence of environmental factors increased the importance of presenting non-financial information in
accounts of organizations and make it necessary to create an effective system of economic security in
companies. The analysis of Russian and foreign practice of presenting information on environmental, social
and governance risks in non-financial reporting indicate that the lack of risk assessment and ranking in
terms of risk probability and impact on financial results complicates the process of analyzing and assessing
the performance of oil and gas companies. The developed system of indicators allows an effective
assessment of ESG risks according to non-financial reporting, which, in turn, makes it possible to exercise

internal and external control and assess the level of economic security of oil and gas companies.
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