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Abstract 

Nowdays, integrity and trust is raised and expanded. In making sure that the system to be successful, 

these two elements are needed. It is the main task as a service provider to guarantee a system that is always 

free from any errors. Due to this reason, a system called SAFELY IN, SECURELY OUT SYSTEM (E-

SISO) is created. E-SISO is a security system focusing on thumbprint method that is specially created for 

Immigration Department of Malaysia in convincing the public that they are “Doing It Right the First Time”. 

E-SISO is concentrating into solving and diminishing any arise issues during the arresting procedures of

PATI up to their releasing day. The main highlight of E-SISO is the promising process that resulted to zero 

error. This can only be done when the PATI (suspect or “OKT”) is “Safely In” throughout the whole 

processes and they are “Securely Out” during releasing day without any complaints for any loss that 

covering the individuals and their belongings. There are lots of advantages and benefits of E-SISO from 

being paperless to guaranteeing software interoperability and meeting current standards. As for novelty 

factor, E-SISO will be the first to be implemented in Immigration Department of Malaysia which can be a 

model for generalization purposes to other public security departments.   
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1. Introduction 

Current organizations depend on information systems (IS) for their existence; this is because such 

systems often hold treasured organizational data resources (Cavusoglu et al., 2004; Richardson, 2011; 

Ifinedo, 2009, 2011, 2012). To protect the main IS assets held in such systems from misuse, abuse and 

destruction; organizations often utilize a variety of methods such as installing firewalls, updating anti-virus 

software, backing up their systems, maintaining and restricting access controls, using encryption keys, 

using surge protectors, and using wide-ranging monitoring systems (Ryan, 2004; Workman, Bommer and 

Straub, 2008; Lee and Larsen, 2009). However, the said methods offer a technological or technical solution 

to the problem, and are hardly sufficient in providing total protection of IS organizational resources 

(Rhodes, 2001; Sasse et al., 2004; Stanton, Stam, Mastrangelo, and Jolton 2005; Herath and Rao, 2009). 

The implementation of IS need to gain the integrity and trust. These are the main support elements in order 

to be successful developed systems. As a service provider, it is the main task to guarantee a system that is 

always free from errors.  

Therefore, a system called SAFELY IN, SECURELY OUT SYSTEM (E-SISO) is formed. E-SISO 

is specially created for Immigration Department of Malaysia in convincing the public that they are “Doing 

It Right The First Time”. E-SISO is focusing into solving and lessening any arise issues during the arresting 

procedures of PATI (Illegal immigrants) up to their releasing day. The main highlight of E-SISO is the 

capable process that resulted to zero error. This can only be done when the PATI is “Safely In” throughout 

the whole processes and they are “Securely Out” during releasing day without any complaints for any loss 

that covering the individuals and their belongings. There are many listed advantages and benefits of E-

SISO from being paperless to guaranteeing software interoperability and meeting current standards. As for 

novelty factor, E-SISO will be the first to be implemented in Immigration Department of Malaysia which 

can be a model for generalization purposes to other public security departments. E-SISO is also enhanced 

with a thumbprint system that can ensure the reliability and validity of the processes involved are all secured 

and free from errors. E-SISO will ensure that both parties (the Immigration Department of Malaysia and 

PATI) are free from any discrimination and lead to justice without prejudice 

The issue of illegal immigrant in Malaysia is still popular. In fact, it has been talked since before 

independence and becomes a major distress for the government to provide them with the basic needs like 

shelter and other requirements as prescribed by the international law for human rights.  It is  certainly  will  

acquire  additional  huge  cost  in    government  spending  from  the  taxpayers, in fulfilling the needs of 

these illegal immigrants. These include the expenditure incurred in retaining them at the detaining centers 

across the country before being deported to their home country. 

Malaysia  has  been  a  favorite  destination  for  foreign  workers  to  make  a  living  in  this  country  

for  several  reasons  such  as geographical factor, shortage of total workforce, government policy etc. Some 

of the foreign workers hired are legal while others are not. As such, various operations and programs have 

been taken seriously by the government to reduce the number of illegal immigrant in this country.  

This task is under Immigration Department of Malaysia which is under the Ministry of Home 

Affairs, which provides services to Malaysian Citizens, Permanent Residents and Foreign Visitors. 

 

The functions of the department are as follows: 
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1. Issuing of passports and travel documents to Malaysian Citizens and Permanent Residents. 

2. Issuing of visas, passes and permits to Foreign Nationals entering Malaysia. 

3. and managing the movement of people at authorised entry and exit points. 

4. Enforcing the Immigration Act 1959/63, Immigration Regulations 1963, Passport Act 1966, Anti-

Trafficking in Persons and Anti-Smuggling of Migrants Act 2007 (Amendment 2010) 

.   

2. Problem Statement 

Padayachee (2012) suggested a classification for compliant information security behavior by 

considering extrinsic (e.g. regulatory requirements) and intrinsic (e.g. employee competence, their 

commitment, ethical values, personality, values and attitude) motivations. A vital conclusion from Ifinedo’s 

(2012) research is that attitude towards compliance has the greatest effect on information security policy 

compliance. Similarly, Siponen et al. (2014) claim that employees’ perceived severity, vulnerability, self-

efficacy, normative beliefs and attitude have a positive and significant impact on their intention to comply 

with information security policies and procedures. More recently, Sherif et al. (2015) recommended five 

variables that could influence information security culture, namely, information security behavior, top 

management support, security education and awareness, the information security policy and information 

security acceptance. Therefore, a system need to be developed in order to show that integrity in a system is 

free from any damages. E-SISO has been established to prove that it supports the integrity in any services 

offered. With the use of thumb print procedures, barcode scanning tool and online reporting, the services 

offered by Immigration Department of Malaysia will become more than easy, reliable and lead to justice 

and fairness.     

   

3. Research Questions 

3.1. What are the relevant components or elements that are needed in a trusted system? 

3.2. How should a process of a system be developed in managing a trusted system?  

   

4. Purpose of the Study 

The importance of E-SISO to community and agencies. 

E-SISO is an important to community because it acts as a measurement and proven tool to validate 

security and proving the value of integrity is equitably practiced in security public department especially 

Immigration Department of Malaysia. This will raise the value of trust and grow positive relationship not 

only in the services provided but also to the respective officer in-charge who handled the processes. 
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5. Research Methods 

5.1. Depiction & Explanation of E-SISO. 

 

 

Figure 01. An Overview of E-SISO 

 

Figure 1 displays that there are two key users involved in E-SISO process system and they are; an 

Officer and a Suspect. To begin with, the officer acts as the person in-charge who manage the suspect or 

“OKT” documentation and the possessions belong to the suspect. The officer will log-in into the system by 

using their officer number and thumb scan. Then, the officer will crisscross on the suspect identity 

information through suspect’s thumb scan. All related information will appear especially when suspect has 

old record been caught before. If this is a new arrestment for the suspect, then the officer in-charge need to 

register and record the suspect details by scanning the suspect’s thumb print and registering all relevant 

information of the suspect and all possessions associated to the suspect need to be recorded as well. All 

possessions are registered through scanning the items and recorded them by using barcoding. After the 

recorded process ended, a brief report statement to the respective case is written for future references and 

claim purposes by the officer in-charge. Prior the final report statement is printed for both parties’ copies, 

the suspect or “OKT” need to check and confirm that all information details and possessions recorded are 

listed. Once it is mutually approved by both parties, then the suspect or “OKT” need to click on the 

acceptance button of the E-SISO and keep a copy of a printed report for future claim of their possessions 

on the releasing day. The E-SISO will keep the information for future use and this will help the Immigration 

Department of Malaysia to detect easily on any lost of possessions or leakage of information in the future. 

All suspect possessions will be securely kept and stored in Immigration Department evidences store before 

it is allowed to be claimed. In securing integrity element in this system, there will be only one single or 

maximum of two officers that will act as an admin whom to be chosen amongst the top management to 

have the authority to appoint, editing and deleting any recorded information. The appointed admin will also 

have the authority to approve all officers in-charge that in need to swap in duty or services. 
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6. Findings 

6.1. Benefits of E-SISO.  

There are 10 listed benefits of E-SISO to any public security agencies particularly to the Immigration 

Department of Malaysia: 

1) Paperless: By using E-SISO, it helps to diminish the use of papers when everything is easily 

recorded in a system. All manually procedures involved earlier will be stopped and more accurate record 

will be produced. 

2) Efficient business operation (speed & protection to valuable information): Decentralized filing 

systems often precipitate time consuming file retrieval. With file situated at different locations it becomes 

a far more complex task for officers to retrieve files. Officers of Immigration Department of Malaysia will 

have to spend valuable time contacting colleagues from other departments inquiring after the location of 

files and will have to then rummage through these often unfamiliar storage rooms. 

3) Reducing disbursement; Keeping pace with the maintenance of several storage sites is likely to 

be lavish. Firms that use decentralized filing systems are not only more likely to using insufficient sites for 

document storage but are probably spending more on the preservation of multiple storage sites. A 

centralized filing system of E-SISO will eliminate the need for replication of filing equipment and 

conforming security measures. Besides, onsite and offsite centralization both reduce precious office space 

disbursement.  

4) Increasing safety: Having files in one site is likely to endorse greater information security in your 

workstation. Centralized filing offers only one point of access which can be easily supervised and restricted. 

A data breach could have devastating repercussions for Immigration Department of Malaysia. Therefore E-

SISO is a need. 

5) Increasing integrity and trust to the department: E-SISO will ensure that both parties (the 

Immigration Department of Malaysia and suspect or “OKT”) are free from any discrimination and lead to 

justice without prejudice. 

6) Become an innovator: E-SISO will be the first to be implemented in Immigration Department of 

Malaysia which can be a model for generalization purposes to other public security departments. E-SISO 

is also improved with a thumbprint system that can ensure the reliability and validity of the processes 

involved is all secured and free from errors. 

7) Eliminating emotional stress to both parties: This system (E-SISO) can eliminate emotional stress 

to both parties when it helps to lessening the burden in generating details reports by the officers and the 

unstable emotions faced by the suspect during the process of arrestment. 

8) Caring about clienteles: Offering security drives higher trust and believing in integrity. When 

Immigration Department of Malaysia offers security in their process or software as a bonus, the related so 

called clients will feel that the department are really care about their safety and well-being. 

9) Guaranteeing software interoperability: By adding security, it will help Immigration Department 

of Malaysia to improve different software systems interoperability. Use of standard security enabled data 

storage formats and data exchange protocols ensures widest possible interoperability.  

10) Meeting current criterions: In order for Immigration Department of Malaysia to be reliable and 

up-to-date, a system needs to follow current criterions. Therefore, E-SISO is built in order to meet the 



https://dx.doi.org/10.15405/epsbs.2018.07.02.104 

Corresponding Author: Mohd Zulkeflee Abd Razak 

Selection and peer-review under responsibility of the Organizing Committee of the conference 
eISSN: 2357-1330 

 

 988 

requirement of safety and security to officers, suspects and Immigration Department of Malaysia as a 

whole. 

 

7. Conclusion 

As for exclusivity and viable value factor, E-SISO will be the first to be implemented in Immigration 

Department of Malaysia which can be a prototypical for generalization purposes to other public security 

departments. E-SISO is also enhanced with a thumbprint system that can ensure the reliability and validity 

of the processes involved are all secured and lead to Zero-errors. E-SISO will ensure that both parties (the 

Immigration Department of Malaysia and PATI) are free from any discrimination and lead to justice 

without prejudice. E-SISO is also suitable to other public security departments and other related private 

firms or agencies. 
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